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3 Introduction

This section introduces the Micus Alarm And Control System (MACS) and its compo-
nents and briefly describes their major functions. The following sections address these
topics in much greater detail.

The remaining part of this document is structured as follows:

» Section 4: Overview presents the MACS system and describes its architecture, key
components and features.

* Section 5: Getting Started introduces some basic concepts on how to use the
MACS system.

» Section 6: Commands describes each available command in detail.
» Section 7: Configuration explains the MACS configuration process.

» Section 8: Creating Custom Screens shows how to use the optional MACS Display
Editor to create your own custom monitor and control windows.

3.1 What is MACS?

Micus Alarm And Control System (MACS) is a computer based system which
configures, controls and monitors various pieces of equipment, and collects and
processes alarms generated by the equipment. The system is used to monitor and
control communications equipment, the building security and building environment.
The equipment supported by the system ranges from telephone switches, satellite
transmitters, receivers, modulators, demodulators, waveguides, electrical power
monitoring, to environment and security sensors.

The equipment operational status and controls are presented using user-definable
graphical images, such as geographical maps, building layouts, equipment diagrams,
and equipment front panels. In addition, all changes in the equipment status are
reported in textual form and saved in the event log files.

Each individual status change reported by the equipment may be configured to send
pager, e-mail or fax messages to a list of personnel responsible for that equipment.

Each status change can also be configured to automatically create a trouble ticket, an
automatically created form that contains details on the equipment failure. Trouble
tickets allow operators to select the suggested course of action to repair the
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equipment, to assign a technician responsible for the repair, to enter notes on the
action taken and, once the repairs are done, to close the ticket.

MACS is a multi-user system, implemented as a distributed client/server application,
which runs either on a single computer or on a local or wide area TCP/IP network,
under the Windows XP, Windows 2000 and Windows NT operating systems. When
more than one MACS runs on the network, the systems can exchange peer-to-peer
information, or they can be organized in a hierarchical tree structure, in which a
central MACS server controls regional MACS servers.

The system is highly modular, thus allowing for rapid and easy customization,
according to the specific application requirements.

3.2 Why MACS?

Most equipment vendors offer some software to control their equipment. In some
cases, the software might be quite costly. In other cases the software is shipped with
the equipment for free. So, why choose MACS?

Here are some of the key reasons to use MACS:

System Integration In most cases, end-users have equipment from more than one
vendor. If the equipment specific software is used for each kind of
equipment, the operators must deal with a number of programs,
with different user interfaces, functions, installation procedures,
and so on. All of this imposes an additional burden on installation,
configuration, training and day-to-day use. MACS provides a uni-
form and consistent user interface, a standard set of features for
all equipment, and a common installation procedure and configu-
ration process.

Multi-user access  Most equipment-specific software programs are built as mono-
lithic, single user programs. MACS is a multi-user system that
allows a number of operators to work concurrently and indepen-
dently on the equipment.

Networking MACS is a distributed client/server application that may run on a
single computer, on a local area network (LAN) or a wide area
network (WAN). Thus, the operators can access the equipment
locally or remotely from geographically distant locations. MACS
supports a variety of communication media, ranging from simple
telephone lines to advanced LAN and satellite connections.
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Industry Standards Many networking and telecommunications devices support the

industry standard Simple Network Management Protocol (SNMP).
MACS SNMP manager features allow for SNMP devices monitor-
ing and control without using any equipment-specific software.
MACS SNMP agent allows MACS to act a s a proxy agent for
other SNMP managers.

Cost effectiveness Compared to most of the competitive products, MACS provides a

highly cost-effective solution. Highly modular design concepts
allow for rapid and easy customization, and simplify support for
the newly added equipment.

3.3 What can you do with MACS?

The key MACS features are:

Support is available for variety of equipment, connected to one or more computers,
using either serial lines or network connections.

Support for the equipment that uses SNMP protocol.

Built-in opto isolated digital inputs for monitoring contact closures.
Built-in relays for controlling external devices.

Simple, friendly and intuitive Graphical User Interface (GUI).

Monitor and control screens implemented as graphical images, which can be
added to the system by the end-user.

Field-configurable status or alarm points allow end-users to define point name,
text, severity, and color for each status or alarm point state.

Field-configurable control points allow end-users to define point name, text,
severity, and color for each control point state. Control points can be set, reset,
pulsed or toggled from the user-defined control screens.

Command line mode of operation is provided for the equipment, which supports
commands from the terminal.

The system always shows up to 100 most recent events in a scrollable window.

All reported events are saved in the text and/or binary files created on a daily basis.
The system provides means to view, search, copy and print the event log.
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» Paging system automatically calls all personnel responsible for the equipment.

* The system automatically sends e-mail or fax messages to the predefined list of
users.

 The system automatically creates trouble tickets when equipment failure is
detected.

» Multi-user support allows operators on the network to access the system indepen-
dently and simultaneously.

» Equipment locking prevents conflicting commands in the multi-user environment.

* Access is available over the LAN, dial-up and ISDN networking, using the TCP/IP
protocol.

¢ On-line MACS documentation.

* On-line equipment documentation.

3.4 How does it work?

Your MACS is a distributed client/server application. This means that it may use more
than one computer and that it runs more than one program to perform its functions.
Your equipment and sensors that you wish to monitor communicate with the server.
You and other operators use the Graphical User Interface (GUI) programs to access
the MACS. Your GUI program is referred to as the client.

The server is a dedicated computer, which is attached to the equipment via the serial
lines, network connections, and via built-in digital inputs and relays. It monitors alarms
from the equipment and periodically polls the equipment to gather additional informa-
tion on your equipment operational status. Usually, the server is also connected to
your in-house computer network.

Each type of equipment connected to the system is supported by an equipment-spe-
cific program, which runs on your server. The server communicates with the equip-
ment and executes equipment specific commands. Some equipment may be attached
to the computer via a serial line, which can be either a direct or a modem connection.
Other equipment supports Ethernet connections which provide faster and more reli-
able communication. In addition, you can use built-in digital inputs to monitor contact
closures, and built-in relays to control external devices.
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When a client sends a request to operate the equipment to the server, the server exe-
cutes the request, and sends a response back to the client.

From your workstation, you connect to the server via a LAN or WAN network. Once
you are connected to the server, you get all the alarms and you can use any other
command to monitor and to control your equipment. The GUI program that you run on
your workstation is referred to as the client. Clients can run on either Windows XP,
Windows 2000 or Windows NT workstations, which may be located anywhere on your
TCP/IP network. They can connect to the server using either a local or wide area net-
work, including dial-up and Point-to-Point Protocol (PPP) connections and Remote
Access Service (RAS). You can also run your client program on the server itself. In
such a case, you need only one computer for your entire alarm system.

In addition to equipment monitoring and control, the clients also provide a set of com-
mands to view, print, analyze and manage the event log.

Finally, the clients encompass a set of utilities, which are used to configure the system.

3.5 Configuration

All key system parameters are field configurable. The system configuration is done
using a set of configuration utilities, all of which are based on a consistent, user friendly
GUI. All configuration parameters are stored in the configuration database. Although
the configuration database contains many parameters, most of them are set automati-
cally and you must enter only those parameters where the system allows choices.

In addition, MACS provides means to configure and initialize various pieces of equip-
ment. Depending on the equipment, configuration can be done using the command
line mode interface or equipment specific configuration utilities.

3.6 Event Log Management

Each MACS event report is stored into a log file. This feature allows static analysis of
the recorded alarm conditions. The system automatically creates and maintains log
files on a daily basis. Since all event reports are stored into the files, the simplest way
of analyzing events is to view the log files. While viewing any given file, you can search
for specific keywords or text strings, selectively print relevant portions of the file, or the
entire file.
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3.7 Equipment Files Management

In addition to its own event reports, the system may be configured to save the entire
output received from the equipment in a separate set of log files. This feature is appli-
cable only to some equipment. In such cases, each set of equipment files contains
only messages from the equipment received through one of the serial ports.

3.8 Trouble Tickets

As an option, your MACS may come equipped with additional trouble ticketing system
components. When an alarm condition is detected, the trouble ticketing system auto-
matically opens a trouble ticket. Trouble tickets are predefined in its configuration
database and associated with the detected alarm conditions. A ticket is opened when
the system detects equipment failure and closed explicitly by the operator. Once the
ticket is open, you can select the appropriate repair procedure from a predefined list
and assign a technician responsible for the repair. The technician can enter his com-
ments related to the repair and, upon completing the task, close the ticket.

You can view and print individual tickets, a list of open tickets, or a list of closed tick-
ets. You can also create a number of trouble ticket reports. In addition, obsolete tickets
can be deleted from the list of closed tickets.

3.9 Multiuser Support

MACS is a multi-user system. A number of users can monitor alarms or perform vari-
ous control and configuration tasks concurrently and independently from any other
user on the system.

3.10 Remote Access

You can access the system remotely either via the serial line connections or the local
area network. Remote access via serial lines can be used as long as at least one com-
puter on the local area network is configured to support a dial-in modem line.

Similarly, serial ports used by the system to communicate with the equipment can be
configured to connect either directly to the equipment, or to use dial-up modem con-
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nections.

3.11 Networking

MACS fully supports LAN and WAN connections, as well as dial-in modem connec-
tions. The system may be configured to use any physical network topology as long as
the TCP/IP protocol is available for that network. Therefore, the system may run on the
token ring and Ethernet networks, and across wide area networks, using bridges and
routers. To communicate over the dial-up serial lines, your server and your clients can
use the Point To Point Protocol (PPP) and Remote Access Service (RAS).

3.12 Online Diagnostics

All server programs have powerful built-in real time online diagnostics that can be used
in the field to verify system configuration and to monitor operation of the external sys-
tem interfaces.

Online diagnostics can be accessed remotely by our customer support personnel to
assist you in configuring and running the system.
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4 Overview

This section briefly describes MACS architecture and provides some details on the
system internals. This information is provided for those who want to learn more about
MACS operation. In particular, it will be a useful reference for the system administra-
tors. If your goal is only to learn how to use the system, you can proceed to the next

section.

4.1 MACS Architecture

MACS is a distributed application, which consists of one or more MACS servers and
clients. MACS servers are responsible for data acquisition and equipment control,
while clients provide the user interface to the system.

Telephony
Switch

Cell
Switch

Other switches

e

e

MACS Server

Other equipment

Monitors

Remote access to

Gateway

your in-house

Workstations

network

Remote Site
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The MACS server typically interfaces more than one type of equipment. Each type of
equipment is supported by a dedicated computer program, implemented as a
Windows NT service. The service, also referred to as the Equipment Module, commu-
nicates with the equipment and executes the equipment-specific commands. Usually,
the equipment is attached to the computer via the serial lines, but equipment modules
also support TCP/IP network connections to the equipment. The MACS server can
run under the Windows XP Professional operating system, Windows 2000
Workstation operating system or Windows NT Workstation 4.0 operating system. Note
that the MACS server does not require a server operating system.

MACS clients provide a user interface to the system. The clients run on any MS
Windows workstations that may be located anywhere on the TCP/IP network,
including dial-up and point-to-point connections using the Point-To-Point (PPP)
protocol and Remote Access Service (RAS). A client can also run on the MACS
server itself.

4.1.1 MACS Servers

MACS servers are responsible for the data acquisition and equipment control. A
MACS server is a dedicated computer that runs one or more MACS Windows NT
services, also referred to as the equipment modules.

Each type of equipment connected to the MACS server is supported by a Windows
NT service, which communicates with the equipment and executes the equipment
specific commands. Usually, the equipment is attached to the computer either via a
serial line, or via TCP/IP network connections. In addition, MACS servers may be
equipped with built-in digital inputs and relays. Digital inputs may be used to monitor
contact closures and sensors, while relays may be used as electrical switches to
control external devices.

Equipment modules communicate with the equipment using the equipment-specific
communication protocol. Depending on the equipment capabilities, one or more units
can be attached to the computer via the same serial line. The equipment module can
be configured to use one or more serial ports, depending on the number of equipment
units attached to it.

MACS equipment modules detect status changes and alarm conditions in two ways:
by passively monitoring the equipment, or by actively polling the equipment status.
Unsolicited messages from the equipment or responses to the polls are then trans-
lated into user-defined status and alarm messages and sent to the clients.

When a client sends a request to operate the equipment, the equipment module
executes the request and sends a response back to the client.
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4.1.2 MACS Clients

MACS clients are MS Windows applications that provide a user interface to the
system. A client connects to one or more servers using the TCP/IP protocol. The
connections can be established through local or wide area network, or using the RAS
connections over telephone lines. Once connected to the system, the client receives
all event reports from the servers. The client can also connect to a particular server
and operate the attached equipment.

MACS clients also provide a set of commands to view, print, analyze and manage the

event log.

Finally, MACS clients encompass a set of utilities, fully integrated into the user
interface, that are used to configure the system.
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4.2 Status And Control Points

MACS defines any equipment in terms of units, slots and points. Points represent
equipment parameters which can be controlled, or parameters that can be read to
determine equipment status. The MACS supports several point types: digital inputs,
digital outputs, analog inputs, analog outputs and summary points. Typically, MACS
status points represent equipment status and alarms, environmental alarms, security
alarms, power system status and alarms, communications alarms, and other alarms.
MACS control points are used to control the environment. For example, they can
switch heating and cooling on and off or they can tune equipment parameters such as
frequency and gain and change equipment parameters. For example they can switch
TV channels.

MACS equipment modules support digital inputs, digital outputs, analog inputs and
analog outputs. These inputs and outputs can be either on the plug-in boards installed
into the computer itself, or in the external equipment attached to the computer via the
serial lines or through the network connections. Plug-in boards or the external
equipment monitor contact closures, TTL levels, and other hardware signals. In
addition, servers use either ASCII or binary communication protocols to interrogate
and control more complex external equipment.

Digital inputs have two states: active and inactive. Digital outputs can be active,
inactive or pulsed. Analog inputs can be within limits, above upper threshold, or below
lower threshold. Analog outputs can be set to any value within the range appropriate
for the associated equipment parameter.

Summary points reflect any change in the equipment status. In addition, they handle
communication alarms, which are generated when the communication with the
equipment or server is lost.

All of the configurable parameters are defined by the end-user through the system
configuration process.

4.3 Status And Alarm Processing

MACS detects status changes and alarm conditions in two ways: by passively
monitoring the equipment, or by actively polling the equipment status. Unsolicited
messages from the equipment or responses to the polls are then translated into the
user-defined status and alarm messages.

Typically, several operators simultaneously use their GUIs on the local or wide area
network. Status messages and/or alarms received from the equipment are reported to
all GUIs. They provide extensive buffering capability, thus allowing operators to browse
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through several pages of collected records.

When displaying event reports on the screen, the client typically uses a subset of the
information actually available in the event report. This subset consists of the date,
time, unit name, point name and message text. The rest of the information is used
internally by the system, but it remains available for further analysis if saved into the
binary event log.

The following picture depicts GUI main window, with a number of status and alarm
messages.
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In addition to the text messages displayed in the scrollable window, changes in the
equipment status and alarms are also shown in all graphical monitor and control
windows. Each time a given point changes its status, the color of the point displayed
in the window changes accordingly.

4.4 Monitor And Control Windows

To monitor and control the equipment, you can create any number of monitor and con-
trol windows. Typically, these windows contain geographical maps, building layouts,
equipment racks, equipment diagrams, equipment front panels, etc.
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To monitor and control the equipment, the users can create any number of monitor
and control windows. Typically, these windows contain geographical maps, building
layouts, equipment racks, equipment diagrams, equipment front panels, electrical
circuit schematics, and other diagrams.
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MACS monitor and control windows are non-modal. This means that the user can
display more than one window on the workstation screen, and freely switch from one
window to another. As the system detects status changes, all windows on the screen
are updated accordingly.

Each monitor and control window consists of two components: a background graphical
image and a list of status and control points. A background image can be created
using any graphic editor, such as MS Windows Paint or CorelDraw. When displaying
the window, the system determines the size of the image and adjusts the window size
accordingly. The following picture shows a typical on-screen presentation of the
equipment front panel and alarm status.
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The list of points to display in the window is kept in the system configuration database.
A single window may combine points from various pieces of equipment. The status
and alarm points only reflect equipment status. The control points have push buttons,
which allow operators to set, reset, toggle or pulse the point.

The points can be displayed on the screen using a variety of styles:
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LED style point is displayed as a small circle or square
that changes color as the associated point changes its
state. The point name is not displayed. This style is typi-
cally used to draw the equipment front panels.

Points can be displayed using either full width, half width
or proportional width rectangles. A rectangle contains

the point name and changes its color as the point
changes status. Full and half size rectangles are used to

align points displayed in the window. Proportional width

is used to make the rectangle size proportional to the
point name length.

Points can be displayed using either solid or transparent

O | rectangles. Solid rectangles change both foreground and
background color when the associated point changes
state. Transparent rectangles change only the outline
and the text color, while the background remains visible
through the rectangle.

Output points can be displayed with the push button,
used to select and operate the point. Output points can

N also be displayed as read-only points, in which case they
can be monitored but not operated from a given window.
S Points can be displayed as animated switches. The
e— same point can be mapped onto more than one switch.

Switches can be drawn using any size and orientation,

and can be displayed in different colors in active and

i inactive states.
Bazeball Switch
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Montreal

Points can be mapped onto one or more lines, which
change color depending on the point state. This style is
typically used to depict communication links or electrical
circuits.

Points can be presented as open or closed doors in an
architectural drawing, depicting a building layout. This
style is typically used for security applications.

Point states can be presented using two bitmap draw-
ings, one for each state. In this example, the active point
state is mapped into a drawing of an open fridge, while
the inactive point state is mapped into a drawing of a
closed fridge.

Analog points can also be displayed as gauges, with the
handle optionally changing color when exceeding the
upper or lower threshold.

22
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Analog points can be displayed as vertical or horizontal
= histograms that optionally change color when their
= respective analog values exceed the upper or lower
g threshold.
=
Horizontal Bar
The numerical reading from analog points can be dis-
played using an integer, decimal or scientific notation.
| 90]

25

|E31— The numerical values for the output points can be set
from an edit box.

Some analog points can have a fixed set of values that

can be mapped into a list of names. For example, TV

channel numbers can be mapped into the corresponding

TV channel names. In such case, instead of displaying

numerical values, the screens will contain the associated
names. Each name can be displayed in a different color.

Some analog output points can be set to a fixed set of
values. These values can be mapped into a list of
names. For example, TV channel numbers can be
Space — mapped into the corresponding TV channel names. In
Family Channel . N
Showcase | such a case, instead of entering numbers, the values
can be selected from a drop-down list of the associated
names.

CHC -
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To monitor analog values over time, points may be pre-
sented using scrolling graphs. Each time a new analog
value is sampled, it gets added to the right end of the
graph. Once the end of the working rectangle is reached,
the graph starts scrolling to the left.

Analog values below lower threshold, within limits and
above upper threshold may be represented using differ-
ent colors.

Two scrolling graph styles are available: a transparent
graph style and a solid graph style.

You can define the length and width of the graph in pix-
els. One vertical line is added to the graph each time a
new value is received. Thus, the scrolling speed of the
graph depends on its width in pixels, and the polling
interval used to sample the value.

The system allows the end-users to nest any number of windows they create into a
logical chain. For example, the top-level window may contain a geographical map with
the regional centers. By clicking on the regional center, the operator opens the next
window with the regional map, which contains sites. Clicking on a given site opens a
building layout window with the equipment racks, secured doors, environment and
power alarms etc. Finally, by clicking on a particular rack, the operator displays the
equipment block diagram or a front panel.

24

Micus Alarm and Control System



Overview

4.5 Configuration

All key system parameters are field-configurable. The system configuration includes
the type of equipment connected to the computer, the number of units connected to
each serial port, polling intervals, point definitions, networking parameters and more.
System configuration is done using a set of configuration utilities, all of which are
based on a consistent, user friendly GUI. All configuration parameters are stored in the
configuration database.

In addition, MACS provides the means to configure and initialize various pieces of
equipment, such as intelligent modems, satellite communications equipment, and
programmable logic controllers. Depending on the equipment, configuration can be
done using the command line mode interface or equipment specific configuration
utilities.

To communicate with the database, MACS uses the Microsoft Open Database
Connectivity (ODBC) interface and the Structured Query Language (SQL). This means
that any industry standard database engine can be used, as long as the ODBC driver
is available for it.

To configure the system, you must define the servers, the units attached to the
servers, the slots within each unit, and the points. You also need to configure serial
ports to use to communicate with the equipment.

When using the optional pager, e-mail or fax system, you need to define a list of
pager, e-mail or fax users, and to assign a list of events for each user on the list.
Similarly, the optional trouble ticketing system requires additional configuration for the
list of trouble tickets, repair procedures, technicians, etc.

Although the configuration database contains many parameters, most of them are
hidden from the operators who use MACS utilities to configure the system. Most of the
parameters are set automatically and you must enter only those parameters where the
system allows choices.
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4.6 Event Log Management

Each event report received from the equipment is stored into a log file. This feature
allows static analysis of the recorded alarm conditions. The system automatically
creates and maintains log files on a daily basis. Since all event reports are stored into
the files, the simplest way of analyzing events is to view the log files. While viewing
any given file, the operator can search for specific keywords or text strings (such as
time stamps or equipment names). In addition, the operator can selectively print
relevant sections of the file, or the entire file.

Typically, the system maintains only a single event log, managed by the Event
Logger, a service specifically designed to handle the event log. The equipment
modules are then configured to send their event reports to that logger. However, the
system does allow for more than one logger, depending on the specific customer
requirements.

In addition to the centralized event log, which contains the event reports from the
entire system, each equipment module can be configured to maintain its own event
log. Such a log will contain only the event reports from the equipment attached to that
equipment module.

The system can maintain an ASCII event log, a binary event log, or both. ASCII logs
contain less information, but may be viewed and analyzed using any text editor.
Binary logs contain more information and are better suited for processes such as
analysis, event correlation, and root cause rationalization.
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4.7 Pager

Any status change or alarm message may be configured to activate the paging
system. Based on the event being reported, the pager selects, from the database, a
list of responsible personnel and sends pager messages to all individuals on the list.

The standard MACS pager uses the Telocator Alphanumeric Input Protocol (TAP),
which is the most commonly used paging protocol. If the local paging company uses
some other protocol, the pager module may need modifications to support the commu-
nication protocol used by the paging company.

4.8 E-mail and Fax

MACS sends e-mail and fax messages using the industry standard Messaging API
(MAPI) interface. Status changes and alarm messages may be e-mailed or faxed to
one or more users. Based on the event being reported, the MAPI service selects, from
the database, a list of responsible personnel and sends MAPI messages to all
individuals on the list.

MACS itself does not contain fax and e-mail software. It provides only the interface to
the operating system native fax and e-mail services. To send MAPI messages, MACS
relies on a third party software, such as Microsoft Messaging, which comes with the
Windows NT operating system, and Microsoft Fax for Windows NT.

4.9 Trouble Tickets

As an option, your MACS server may be equipped with the MACS Trouble Ticket
System (TTS) . In such a case, MACS automatically opens trouble tickets predefined
in its configuration database. A ticket is opened when the system detects equipment
failure and closed explicitly by the operator. Once the ticket is open, the operator can
select appropriate repair procedure from the predefined list and assign a responsible
technician. The technician can enter his comments related to the repair and, upon
completing the task, close the ticket.

Operators can view and print individual tickets, a list of open tickets, or a list of closed
tickets. In addition, obsolete tickets can be deleted from the list of closed tickets.

1. The TTS is an add-on component, which must be purchased separately.
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4.10 Multi-user Support

MACS is a multi-user system. Any number of users can monitor alarms, or perform
various control and configuration tasks concurrently.

Each user interface connected to the system is a completely independent client
program that may run on any computer on the TCP/IP network.

Each operator can perform various tasks independently from any other user on the
system. The only restriction is that two operators cannot access the same piece of
equipment simultaneously. This feature protects the equipment from the conflicting
requests issued by different operators.
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4.11 Remote Access

The MACS can be accessed remotely either via the serial modem connections, ISDN
connections or the local area network. Remote access via serial lines can be used as
long as at least one computer on the local area network is configured to support a dial-
in modem line.

Similarly, serial ports used by the system to communicate with the equipment can be
configured to connect either directly to the equipment, or to use dial-up modem
connections.

Windows XP operating system comes with a built-in Remote Desktop feature. It is
important to emphasize the difference between using the remote desktop and MACS
client GUI.

The remote desktop presents the entire screen of the remote computer. If you start a
program using the remote desktop, the program will actually run on the remote
computer. Since the remote desktop copies the entire remote computer screen, it is
very, very slow, in particular over the serial lines.

By contrast, when you use the MACS client GUI, the GUI actually runs on your
workstation. It connects to the server to exchange only the minimum amount of infor-
mation needed to locally present status and control information. Thus, the difference in
performance between the remote desktop and the MACS GUI is huge, at least two
orders of magnitude.

4.12 Networking

MACS provides full LAN and WAN support, as well as dial-in modem connections. The
system may be configured to use any physical network topology as long as the TCP/IP
protocol is available for that network. Therefore, the system may run on the token ring
and Ethernet networks, and across wide area networks, using bridges and routers. In
addition, clients and servers may use Point To Point Protocol (PPP), to communicate
using TCP/IP over dial-up serial lines and Remote Access Service (RAS).

4.13 Security

MACS servers run on the Windows NT platform, which conforms to the Class C2
security level. Windows NT grants access to various resources either to individual
users or to user groups. In addition, Windows NT recognizes its own domain and
trusted external users, groups and domains.
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Individual user access to the regional servers can be controlled by assigning
personnel to different user groups. For example, membership in a given region group
will grant individual user access to the respective regional server. The same user can
be a member of more than one group. User groups can be defined in a way that
further refines access to various system resources within a given server.

4.14 On-line Diagnostics

All MACS programs have powerful built-in real time on-line diagnostics that can be
used in the field to verify system configuration and to monitor operation of the external

system interfaces.

On-line diagnostics can be accessed remotely by our customer support personnel, to
assist the operators in configuring and running the system.
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4.15 System Connections

The following pages provide a functional and architectural overview of the various
system connections.

4.15.1 Regional and Master Servers

MACS is a client/server application. Both server and clients run on a Windows XP,
Windows 2000 or Windows NT platform?. All network connections between clients and
servers are over the TCP/IP network. In addition, MACS uses MS networking features,
such as disk and printer sharing, to access remote files and printers. Alternatively,
access to the remote files over a WAN can be done using the File Transfer Protocol
(FTP).

MACS servers are capable of sending their event reports to any number of remote
locations, via a TCP/IP network. At the same time, MACS servers listen to the service
requests from the TCP/IP network. Thus, MACS servers can be configured into a
hierarchical structure of regional servers and master servers. An example of a hierar-
chical topology involving regional and master MACS servers is depicted in the
following figure.

Master
Servers

Regional Severs

2. Some of the MACS server components are available for the SCO OpenServer UNIX operating system, but our
focus in this document is on the Windows NT version of the product.
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This figure illustrates the connectivity between master and regional servers. Regional
servers send their event reports to one or more master servers. Both master and
regional servers listen to the TCP/IP network and accept service requests from the
clients.

4.15.2 Client Connections to Servers

The clients can be located anywhere on the TCP/IP LAN or WAN network. The
following figure depicts possible client connections to a server, which could be either a
regional or a master server. The figure illustrates a variety of possible physical
connections: LAN connections, RAS connections via modems or ISDN, and WAN
connections. Clients can connect to a MACS server over any physical network, as
long as the TCP/IP connectivity is available.

Client Workstations

TCP/IP

Remote Access Service (RAS)

Client Workstations

Multiple MACS servers can be configured to share a common database, or to use
their own databases. When more than one database is used, the clients can dynami-
cally disconnect from one database and connect to another.
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4.15.3 Equipment Connections to Servers

MACS servers support a variety of connections to the equipment. The type of
connection depends on the equipment itself, and on the site location with respect to
the MACS server. Some equipment can be accessed over the Ethernet, using TCP/IP
connections. However, devices such as Remote Telemetry Units (RTUS) are typically
accessed over serial lines, using either direct connections or dial-up lines. In addition,
environment sensors and contact closures may be monitored using built-in opto
isolated inputs, while external devices can be controlled using built-in relays.

Usually, MACS servers are equipped with multi-port plug-in boards, which offer
RS232, RS422 or RS485 electrical interface.

MACS equipment modules are designed to work with any number of serial ports, up to
a maximum of 255, which is imposed by the Windows operating system. When more
than one port is used, the equipment modules allow for a combination of direct lines
and modem lines.

The following figure depicts typical equipment connections to a MACS server.

TCP/IP LAN connections RS422 multidrop line

| | |
ME [ EE ) [E @E [E

RS485 daisy chain
N I

Internal or external modem bank
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4.15.4 Direct Connections

The equipment can be connected to the MACS server using an RS232, RS422 or
RS485 electrical interface. When the RS232 is used, each equipment unit must be
connected to a dedicated serial port. The RS485 interface allows a number of units to
be daisy-chained to a single serial port.

Direct connections allow for fast polling. Typically, the equipment is polled every few
seconds. The polling interval is configured individually for each piece of equipment.
However, direct connections do not allow unsolicited messages from the equipment,
to prevent possible collisions on the line.

4.15.5 Dial-up Connections

Any number of units can share the same dial-up line, as long as they can be uniquely
identified by their respective physical address. However, we usually configure MACS
to use more than one dial-up line, to balance the throughput.

Typically, the MACS server is configured to use one or more outbound modems to
poll units and to use one or more inbound modems to accept telephone calls from
units. Usually, the MACS server polls each unit every few hours, to check the commu-
nication link with the unit. The polling interval is configured individually for each unit. If
three consecutive calls to the unit fail, the MACS server issues a communication
alarm. In addition, MACS accepts and processes inbound calls from the units.
Typically, units call the server when they detect an alarm condition.

4.15.6 Network Connections

A growing number of vendors offer access to their equipment over a LAN or WAN,
usually using the SNMP protocol. MACS server can monitor and control any number
of SNMP-enabled devices, as long as it can connect to the equipment over a TCP/IP
network.

4.15.7 Digital Input Connections

MACS servers come with built-in opto isolated digital inputs. These inputs can be
used to monitor environment sensors and contact closures on the equipment in close
proximity to the MACS server. The MACS server can be equipped with 8 to 128 digital
inputs.
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4.15.8 Output Relay Connections

MACS servers come with built-in output relays. These relays can be used to switch
external devices on and off. The MACS server can be equipped with 8 to 128 output
relays.

4.16 Hardware and System Software Overview

MACS software is a client/server based application. Both server and client compo-
nents run under the Windows XP, Windows 2000 or Windows NT operating system.

4.16.1 Client Components

Hardware and system software requirements for the client components are:

* A standard Pentium PC, with 128 MB of RAM.

* An 800 by 600 resolution monitor for most of the screens, or a 1024 by 768
resolution monitor for the maps or other graphic intensive screens, and the MACS
display editor.

* Network adapter or high-speed modem, depending on the available TCP/IP
network connectivity.

* Windows XP Professional, Windows NT, or Windows 2000 operating system.

* MS Access ODBC driver, MySQL client software and ODBC driver, or Oracle
database? client software and ODBC driver.

4.16.2 Server Components

Hardware and system software requirements for the server components are:

3. MACS software uses Open Database Connectivity (ODBC), which allows connectivity to any database for which
ODBC drivers are available. For the smaller installations, we recommend MS Access database. For the larger
installations, we recommend Oracle database because of its reliability, scalability, strong TCP/IP networking fea-
tures, and built-in tools for the Internet/web access. As a no-cost alternative to Oracle, we also recommend
MySQL.

Micus Alarm and Control System 35



Overview

A high-end Pentium PC, with a minimum of 128 MB of RAM for the MS Access
database, or 512 MB of RAM for the Oracle database.

An 800 by 600 resolution monitor for most of the screens, or a 1024 by 768
resolution monitor for the maps or other graphic intensive screens, and MACS
display editor.

One or more network adapters, depending on the network topology and on the
available TCP/IP network connectivity.

A number of serial ports, depending on the exact requirements for each regional
server.

A number of either internal or external high-speed modems, depending on the
exact requirements for each regional server.

Windows XP Professional, Windows 2000 or Windows NT Workstation 4.0
operating system.

MS Access ODBC driver, Oracle client software and ODBC driver, or MySQL
client software and ODBC driver.

MS Access, Oracle or MySQL database.

36

Micus Alarm and Control System



Getting Started

5 Getting Started

This section shows you how to start and stop your MACS server and your graphical
user interface (GUI), and introduces the main GUI functions used in day-to-day system
operation.

Your GUI can run on Windows XP, Windows 2000 or Windows NT workstations. This
is why in this manual we show sample screens using interchangeably either Windows
XP or Windows Classic appearance. Both sets of screens are shown only where tasks
are performed differently in Windows XP than in other environments. An example of
that is starting and stopping your system.

All MACS programs that run on your workstation are located in a dedicated directory,
similar to the one depicted in the following picture.

B Exploring - programs _ (O] x]
File Edit “iew Toolz Help
| ‘3 progiams =l o= A = =N WG i [ A R
|AII Folders | Contents of ‘pragrans’
EIQ Macs ;I Mame I Size I Type I todified -
B config ] Colors 190KE  Application  22/05/00 300 PM
-] Distribution T3 DemaCrg 281KE  Application  21/05/00 11:50 &M
g IDDC TP Loactg ZI0KE  Applcation  03/07/98 512 PM
u:]rarn::: FMacsDemo 158KE  Application  23/11/00 9:31 PM
5 orking. I MacsD3R4300 177KB Application  02/03/00 459 PM
ﬁ‘  acsE ditor J51KE  Application 18/05/001:27 P
EMacsGiEncnder 162KE  Application 15/06/00 231 PM
| FMacslBs ZI0KB  Application  12/12/00 4:35 PM
E M aczimage 17IEE  Application 19412400 5:05 P
&3 N ﬁ M aczlogger 151KE  Application 1510700 71232 P
&2 MTL Projects ﬁ‘ M acstd anager 216KEB  Application 16/11/38 418 PM
-] Omninet FMaceMapi 1EEKE  Application  16411,/98 2:08 PM
(2] PhataShop ﬁ‘ Macztdenu 479KE  Application 15/11/00 512 PM
- Projects
(1 Recycler
- Projects [E:] =
@B s ) =il ol
|50 objects] [10.7ME (Disk free space: 2.50GE] v

Depending on your actual system configuration, the number of MACS programs in the
programs folder and program names will wary. In this example, the MACS folder is
installed on disk C: and contains the following subfolders:

» The config folder contains database and bitmap files.

» The Distribution folder contains a copy of installation files found on the MACS
software distribution CD.
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« The Doc folder contains a set of MACS documents in PDF format.
* The log folder contains daily event log files.

* The programs folder contains all MACS executable programs and dynamic link
libraries (DLLS).

* The Working folder contains MACS temporary files.

The \MACS\Programs folder typically contains a number of programs. This is due to
the highly modular MACS architecture. However, all these programs are carefully
integrated to appear to the user as a single MS Windows application. As a typical
MACS operator, you will need to use only the main user interface program.

Usually, the \MACS\Programs folder contains three types of programs:

Configuration utilities

are the client programs used to configure the system. There are a
number of standard configuration utilities found in each MACS
installation. These utilities are used to define MACS colors and to
configure event reporting, MACS clients, custom monitor and
control windows and other features. In addition, there is one con-
figuration utility for each type of equipment attached to the sys-
tem. Typically, in the multi-user environments, configuration
utilities may not be installed on all workstations. They are used
only by the operators responsible for the system configuration
and maintenance. Configuration utility names are shown with the
MACS icon and usually contain the acronym Cfg (as in Menu-
Cfg.exe.)

User Interface Programs

provide the user interface to the system. You must have at least
the MacsMenu.exe user interface program installed. Other MACS
GUIs are optional. User interface program names are shown with
the MACS icon.

Equipment modules

are programs that execute in the background as Windows NT
services and actually communicate with the equipment. You will
find one equipment module for each type of equipment attached
to your system. The equipment module names are shown with
the MS Windows console program icon.
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The \MACS\Programs folder will contain one configuration utility and one equipment
module for each type of equipment attached to the system. In addition, the folder will
also contain some programs which are commonly used in any MACS installation:

MacsMenu.exe

is the main graphical user interface to the system. It displays
alarms and graphical images.

MacsTicketMenu.exe

MacsManager.exe

MenuCfg.exe

ColorCfg.exe

LogCfg.exe

PagerCfg.exe

MAPICfg.exe

MacsUtl.exe

MacsEditor.exe

MacsMon.exe

is a user interface program that allows you to access the optional
trouble ticketing system. You will use this program to examine
open trouble tickets, to assign technician to do the repairs, to
enter the status of the trouble tickets assigned to you, to create
reports, and to do other tasks.

is a user interface program used to start the MACS messaging
(MAPI) programs. This program is usually used only by the sys-
tem administrators.

is a configuration utility program used to enable login access to
the MACS from individual workstations on your computer net-
work.

is a configuration utility program used to define colors for the
alarm messages and graphical images.

is a configuration utility program used to configure the event
reporting and event log files location within your system.

is a configuration utility program used to configure the paging ser-
vices.

is a configuration utility program used to configure the e-mail and
fax messaging (MAPI) services.

is a configuration utility program used to define which workstation
has access to which individual MACS components. Typically, this
utility is used only during the MACS installation process.

is an optional configuration program that allows you to create your
own graphical screens. This program is usually referred to as the
Display Editor. Like the other configuration programs, the display
editor is typically installed only on workstations used to administer
the MACS system.

is an optional configuration utility program used to configure end-
user custom monitor and control windows. This program is usually
used as an integral part of the display editor, described above.
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MacsLogger.exe is a special equipment module, dedicated to event reporting and
login, and to the user login onto the MACS. If you have only a sin-
gle type of equipment attached to your system, you may not need
the MACS logger. However, if you want to monitor and control
more than one type of equipment, or if you want to use the pager,
e-mail or fax, you will need the logger.

MacsPager.exe is an optional equipment module, dedicated to sending pager
messages.
MacsMAPI.exe is an optional equipment module, dedicated to sending e-mail

and fax messages. This program works in conjunction with the
Windows NT native messaging (MAPI) services.

MacsTicket.exe is an optional equipment module responsible for the creating and
processing trouble tickets.

TestClient.exe is a freely distributed MACS diagnostics utility.

5.1 MACS Startup

The following pages explain how to start and how to stop your MACS. To start MACS,
first you need to start all server components. Once they start properly, you can start
your GUI. Similarly, to stop the system, you stop your GUIs, and then you stop your
server components.

You may want to start and stop the GUI on your workstation on a daily basis.
However, once started, the server components typically run for months without inter-
ruption. The only reason to occasionally stop them are changes in the MACS configu-
ration and computer maintenance.

5.1.1 MACS Services Startup

All MACS equipment modules are implemented as Windows NT services. Therefore,
these components could be either configured to start automatically when you boot the
computer, or you could start them manually from the Windows NT Services manager.

To start a given MACS equipment module automatically, you could select the
automatic startup option when you install it. However, we recommend that you always
select manual startup to start with. Once you verify that your configuration works
correctly, you can change the startup from manual to automatic using the Windows
NT Services manager.
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Typically, you would start the MACS event logger service first, followed by other
equipment modules. That way, all event reports will be properly saved into the event
log file.

5.1.1.1 Windows XP

To start your MACS equipment module manually under Windows XP, login to your
MACS server. Then open the Control Panel by clicking on Start -> Control Panel. In
the Control Panel doubleclick on the Administrative Tools icon. When you open the
Administrative Tools dialog box, doubleclick on the Services icon.

5
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Internet Explorer
<) My Recent Documents #
@™ E-mail L‘:-) Y
2 Cutlook E "
HHOOk EXpress .ﬁ_,l My Pictures
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@ IPGGUI 5! My Computer

.::;l My Network Places

‘(1 1PGCFg
@ D’ Control Panel

s
B Motepad . SEk Pro =
Defaulks| Provides options for wou bo customize the appearance and Functionality of your
v computer, add ar remave programs, and sek up netwark connections and user

@ WordPad e_; Connect| accounts,

|';£a Printers and Faxes
@ MacsMenu

t_’./] Help and Suppart
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I') Search

w Microsoft Visual C++ 6.0 D Rum. ..

All Programs D
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In the Windows XP services manager highlight the service that you want to start and
click the right mouse button. Select the Start option from a pull-down list and click the
left mouse button on it, as shown in the next picture:

5

’% Services E] @

File  Action Miew Help
Bl 2
'% Services (Local) % Services (Local)

MALS Event Logger Mame ] Description | Status ]A
8 1PG Quality Cantral ..,
Start the service 8 IPSEC Services Manages I... Started

%IPVE Inkernet Conn...  Provides in...
%Lngical Disk Manager  Detects an... Started
%Lngical Disk Manage... Configures...

%MACS Demo Server
‘%f} MA&CS Event Logger hart
S8y MACS MAPT Service :
S MACS Pager
%Messenger Tran
%MS Software Shado,.. Man
%Net Logon Sup)
%Netrﬂeeting Remate,,. Enal Al Tasks »
%Netwurk Connections  Man 1
rRiob....l. Frre [ AL REFrESh v |
3 | P ti
\ Extended {.-{ Standard .r"" ghiiihiic
Help

Start service MACZS Event Logger on Local Computer

While starting the service, Windows XP displays the following message box:

Service Control

windows iz atternpting to start the following service on Local Computer. ..

MACS Event Logger

Cloze

Once the service is started, the message box will disappear.
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5.1.1.2 Windows NT

To start your MACS equipment module manually under Windows NT, login to your
MACS server. Then open the Services manager by clicking on Start -> Settings ->
Control Panel. When you open the Control Panel, doubleclick on the Services icon.

MHew Office Document

Programs L4

.
B Open Office Document

Documents L4

alj

B3 Control Panel

;tElti[

=

[&] Printers

Ik

_:':f:' @ Iﬂ Taskhbar...
z EE
W
E : Bun.
=3 -
=
; Shut Dawn...
i @ E=plarifig - programs | |<HE@ 1:40 PM

In the Windows NT Services manager, highlight the MACS equipment module you
want to start, and click on the Start push button.

Hiw Profiles...

Startup Parameters:

Services
Service Status Startup
MACS Demo Server Manual ;l
MACS Evert Logger W anuial Start |
MACS Gl DSE 4800 Server b arsal
MACS Gl Encoder Server M anual J Slog |
MaCS IBS Server b anal
MACS Motorola Mucleus 1| Server b arsal &I
MAES MPEG Server b arsal Eariois |
HACS Pager M anual —
MACS Site Sentry Server M anual S |
MALCS Switch Server b anial ;I =

Help
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While starting the service, Windows NT displays the following message box:

Service Control Ed

@ Attempting to Start the MALCS MPEG Server service on
ICIUS

Once the service is started, the message box will disappear. Note that in the above
example message box, ICIUS is the name of the computer. This name will be
replaced with the name of your own workstation.

5.1.2 MACS GUI Startup

You can start your MACS GUI in several ways:

* Double click on the MacsMenu.exe icon in the \MACS\Programs directory depicted
on the previous pages.

» Select the MacsMenu program from the Start -> Programs -> MACS menu.

The look of the Start menu on your workstation will depend on whether you use
Windows XP or Windows NT user interface style, as shown in the following pictures.
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In order to properly function, your GUI must be connected to the server. Usually, the
GUI is set up to connect to the server automatically when you start it. In such a case,
when the GUI opens its main window, you will see an event report similar to the follow-
ing example:

i111/27/1999 15:22:41 LOGGER_1 LOGIN Michael FROM icius
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This event report indicates that your GUI is properly connected to the server. If you do
not get this event report on the screen, you will have to connect to the server manu-
ally, using the Connect command. Details on the connect command are given later in
this manual.

You can start any other MACS user interface program using the same two methods. In
addition, for frequently used programs such as MacsMenu, you can also create a
shortcut in your desktop window.

5.2 MACS Shutdown

To shut down all MACS components, you have to shutdown all user interface
programs and all Windows NT services.

Usually, there is no need to stop the MACS server components, except for when you
want to change MACS configuration, or when you need to shutdown your computer.
You may want to shut down the GUI on your workstation every day before you leave
your office. Note that shutting down the GUI will not affect the server operation.The
MACS server will continue to monitor your equipment and to process alarms even
when there is no GUI logged in.

5.2.1 MACS Services Shutdown

To stop MACS services, use the Windows Services manager. How to access the
Services manager differs between operating systems.

5.2.1.1 Windows XP

To stop any of the MACS services, login to your MACS server. Then open the Control
Panel by clicking on Start -> Control Panel. In the Control Panel, double click on the
Administrative Tools icon. When you open the Administrative Tools dialog box, double
click on the Services icon.

In the Windows XP services manager highlight the service that you want to stop and
click the right mouse button. A pull-down list will appear. Select the Stop option and
click the left mouse button, as shown in the next picture:
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5.2.1.2 Windows NT

To stop any of the MACS services, login to your MACS server, open the Windows NT
Services manager by clicking on Start -> Settings -> Control Panel. When you open
the Control Panel, double click on the Services icon.
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5.2.2 MACS G

the service, Windows XP displays the following message box:

Service Control Ed
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Ul Shutdown

You exit your MACS user interface programs the same way as any other Microsoft
Windows application. For the MacsMenu program use one of the following methods:

» Click on the ‘X’ button in the top right corner of the window.

» Select File -> Exit from the main window pull down menu.

48

Micus Alarm and Control System



Getting Started

Some configuration utilities are dialog box based. For these programs, you can use
one of the following methods:

» Click on the ‘X’ button in the top right corner of the main dialog box window.

» Click on the Exit push button in the main dialog box window.

5.3 Elements of the Main MACS Window

In this section we present commonly used GUI features, while the details specific to
the individual commands are given later in this document. All MACS programs share
the same “look and feel” and follow the Microsoft user interface implementation guide-
lines. The main window for the MacsMenu program is depicted in the following picture.
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The key elements of a GUI main window are:

Title Bar on the left side contains the program name and current revision
number. On the right side, it contains push buttons to minimize
and maximize the window, and to exit the application.
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Menu Bar allows you to access all available dialog boxes and commands
through a set of pull down selection menus.

Toolbar allows you to access frequently used dialog boxes and com-
mands by clicking on the toolbar icons.

Event Reports displays up to the 100 most recent events in the main window
working area. You can scroll the window up, down, left and right
to view the event reports.

Status Bar shows a brief single line help message, which explains the usage
of the main window item currently being pointed to by the mouse.

Horizontal Scroll Bar allows you to scroll horizontally through the contents of the main
window working area

Vertical Scroll Bar  allows you to scroll vertically through the contents of the main
window working area

5.3.1 Toolbar Icons

The Toolbar allows you to quickly access the most frequently used commands by
clicking the mouse on the appropriate toolbar icon. The toolbar is depicted in the fol-
lowing picture.

{7 Micus Alarm And Control System Revision 3.3.1 E]@

File Momitor Equipment Locking Pager Ewent Log  Miew  Archive Configuration  Help
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The icons used in the toolbar are:

Connects the GUI to the server

)

5 Disconnects the GUI from the server
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ﬁl Opens the Command Line dialog box

Opens a command line mode window

@l Opens a list of the user-defined monitor windows

] Opens the list of the equipment-specific windows

i Opens a dialog box to send pager message manually
% Opens the selected log file for viewing

@ Opens the selected equipment specific file for viewing
E Opens the selected configuration utility

E Displays the application About... box

% Displays MACS User’s Manual (this book)

Micus Alarm and Control System
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5.3.2 Event Report Format

Each event report displayed in the main window working area consists of:

» Severity icon

» Date

* Time

* Alarm unit name
» Alarm point name

* Event report text

The severity levels and associated icons are defined as follows:

@y Critical alarm

@ Major alarm

&  Minor alarm

€& Information only

Note that your system may not use all of these icons. Their usage will depend on the
severity levels you assign to your alarm messages. The event report text is displayed
using the foreground and background color assigned to the current state of the associ-
ated point.

5.4 Commands

From your GUI program, you can execute a number of commands to monitor and to
control your equipment. You can execute any command from the pull-down menus. In
addition, you can execute the most frequently used commands by clicking on their
respective toolbar icons. This section just briefly introduces the system commands.
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These commands are presented in detail in the following sections of this document.

Exit

Connect
Disconnect
Command Line

Status Monitor

allows you to exit the GUI.
allows you to manually connect to the MACS server.
allows you to manually disconnect from the MACS server.

allows you to send single-line, equipment-specific commands to
the selected unit, and to receive responses from the unit.

allows you to select a user-defined monitor window from a list,
and to open that window.

Equipment Specific Monitor

Select MACS Node

Equipment Lock

Send Message

View Event Log

View Equipment Log

View Toolbar

View Status Bar

Copy Event Log

allows you to select an equipment-specific monitor window from a
list, and to open that window.

allows you to disconnect from one MACS database and to con-
nect to another MACS database without restarting the GUI.

allows you to lock the selected piece of equipment, thus prevent-
ing other operators from operating that equipment.

allows you to manually compose and send a pager message to
the selected recipient.

allows you to view all event reports reported on any given day.

allows you to view the raw input received from the selected equip-
ment on any given day.

allows you to select whether the toolbar appears on the screen or
not.

allows you to select whether the status bar appears on the screen
or not.

allows you to archive the event log files into another folder or net-
work drive.

Copy Equipment Log

Delete Event Log

allows you to archive the equipment log files into another folder or
network drive.

allows you to delete the selected event log files.
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Delete Equipment Log

is a command that allows you to delete the selected equipment

log files.

Select Utility allows you to open a list of all configured MACS utilities and to
launch the selected utility from the main user interface program.

Options allows you to select sounds to play on your workstation for differ-
ent alarm severity levels, and to setup your on-line User’s Man-
ual.

About MACS displays the MacsMenu program About dialog box.

User’s Manual displays on-line MACS User ‘s Manual (this book).
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6 Commands

This chapter presents in detail commands available through the MACS graphical user
interface. You can access any command using the pull-down menus. In addition, fre-
guently used commands have icons in the toolbar. You can invoke these commands
simply by clicking the appropriate push button.

The commands are arranged in the following pull-down menus:

File

Monitor

Equipment Locking
Pager

Event Log

View

Archive
Configuration

Help

menu contains a standard Windows pull-down menu selection to
exit the application.

menu contains commands used to connect to and to disconnect
from the MACS server, commands to invoke user-defined monitor
windows, equipment-specific monitor windows, command to
select MACS node, and command line mode of operation.

menu contains a command to lock and unlock individual pieces of
equipment.

menu contains a command to manually compose and send a
pager message.

menu contains commands used to view the event log and the
equipment log files.

menu contains a command to show or hide the toolbar and status
bar.

menu contains commands to copy and delete event log and
equipment log files.

menu contains a command to select and launch MACS configura-
tion utilities.

menu contains a standard Windows command to display the
application About box, and a command to open the on-line copy
of the MACS User’s Manual, which is this book.

The following pages list all commands grouped into their respective selection menus.
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6.1 Connecting to MACS

In order to receive alarms, and to monitor and control your equipment using graphical
screens, you must connect to the MACS server. To inform the server not to send
events to your GUI, you must disconnect from the server.

Connecting and disconnecting is usually done automatically. That is, when you start
your GUI, it connects to the server all by itself. When you click on the button to exit, the
GUI disconnects from the server before exit.

In some cases, you may need to connect and disconnect manually. For example, if
you have more than one MACS server, you may need to select the server and to con-
nect to it manually. To connect and disconnect manually, use the commands
described on the following pages.

6.1.1 Connect Command

To manually connect your workstation to the MACS server, use the Connect com-
mand. To run the Connect command, click on the Monitor pull-down menu and select
the Connect menu item.

I -

{T Micus Alarm And Control System Revision 3.8 E]@
File = Monmitor Equipment Locking Pager Event Log  Wiew  Archive Configuration  Help

o=z Conneckt ... | | | | |

- Disconneck ... J = [ﬁ QE ?

Cormmand Line ...
Skatus Manitar ..,
Equipment Specific ...
Select MACS Mode ...

Alternatively, click on the toolbar icon depicted below.

El Connect to MACS server
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In either case The Connect To MACS dialog box will pop up on the screen.

-,

rCnnnect To MACS
| =l

Connect push button connects your GUI to the MACS server selected from
the drop-down list. The list shows the names of the servers you
are not already connected to. If you are already connected to all
existing servers, the list will be empty. For example, if your MACS
has only one server and you are already connected to that server,
there will be no server names on the list.

Quit push button closes the dialog box after the connection has been
established.

6.1.2 Disconnect Command

The Disconnect command allows you to manually disconnect your GUI from the
surveillance system server. To manually disconnect from the server, click on the
Monitor pull-down menu and select the Disconnect menu item.

- .
‘ﬁ Micus Alarm And Control System Revision 3.8 E]@
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o= (Connect ... | | | | |
— Disconneck ... J = [5 QE ? EE_:%]

Cormmand Line ...
Skatus Monikar ...
Equiprment Specific ...
Select MACS Node .,
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Alternatively, click on the toolbar icon depicted below.

@ Disconnect from MACS server

The Disconnect From Alarm System dialog box will pop up.

¥ o

Disconnect From MACS
| =l

Disconnect push button disconnects your GUI from the server selected from
the drop-down list. The list contains the names of all servers that
you are already connected to. Typically, the list will contain only
the name of your primary MACS server.

Quit push button closes the dialog box after the GUI is disconnected
from the server.

6.1.3 Select MACS Node

If your installation consists of a network of MACS servers, these servers may share
the same database, or each of them could have its own database. When you run your
GUI from a workstation connected to a TCP/IP network, your GUI can connect to any
of the databases used by MACS.

When it starts, the GUI will open its default database, which is the last database it was
connected to. Once you start the GUI, you can dynamically switch to any other MACS
database using the Select MACS Node command.

To manually disconnect from the current database and connect to another database,
click on the Monitor pull-down menu and select the Select MACS Node menu item.
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Cormmand Line ...
Status Manitor ...
Equiprment Specific ...
Select MACS Mode ...

The Select MACS Node dialog box will pop up.

Select MACS Node

MONTREAL
TORAOMWTO

[ it

A scrollable list box contains the names of all MACS nodes configured in the current
database. To select another MACS node, highlight its name in the list and click on the
Select push button.

Select push button allows you to close the current MACS database, and
to open database on the selected MACS node.

Quit push button closes the Select MACS Node dialog box without
connecting to another database.
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6.2 Monitors

The Monitors are windows that you use to monitor and to control your equipment.
Monitor windows can be either equipment-specific, or user-defined.

Equipment-specific monitors are windows which are dynamically created by the sys-
tem when you display the alarm points for the selected piece of equipment.

User-defined monitors are windows that you create by yourself, using the Display Edi-
tor. These windows can contain alarm points from any location and any equipment
combined into a single window. You can create as many user-defined windows as you
want.

Both equipment-specific and user-defined windows are accessed from the Monitors
pull-down menu. In addition, the Monitors menu also contains the Command Line
command. This command allow you to control the equipment using the equipment’s
native user interface.

Finally, the Monitors window can also contain any number of lines that represent
actions rather than graphical images. Actions are used to run other programs from
within the MACS GUI. For example, you can add a list of actions that display on-line

documentation for your equipment, using the Acrobat Reader?.

6.2.1 Command Line Window

The Command Line window allows you to send a single line command to the selected
equipment and to receive one or more lines in response. You can use the command
line mode to control the equipment only if the equipment supports it. Note that the
command line does not provide a full terminal emulation.

To access the Command Line window click on the Monitor pull-down menu and select
the Command Line.

1. Acrobat Reader is a trademark of Adobe System Inc.
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Equiprment Specific ...
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Alternatively, click on the corresponding toolbar icon depicted in the following picture.

Command Line Window

The system displays a dialog box depicted in the following picture. This dialog box con-
sists of the following elements:

Working Area

Edit Box

Send

Select

Exit

will show all commands and responses exchanged between you
and the equipment. When the number of lines exceeds window
size, a vertical scroll bar will show up, and you can use it to scroll
through several pages of communication data.

below the working area allows you to enter an equipment-specific
command that you want to send to the selected equipment.

push button sends commands to the selected unit. Type the com-
mand into the command line entry field in the bottom left corner of
the Command Line window. Then, click on the Send push button.
Instead of the push button, you can also press the Enter key on
your keyboard.

push button allows you to select the equipment you are interested
in.

push button exits the dialog box.
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Command Line Mode

Send I Select‘ E it I

Once the Command Line window is displayed, you need to select the equipment you
want to communicate with. To select the equipment, click on the Select push button.
The Equipment Selection window, depicted in the following picture, will pop up.

Equipment Selection
Equipment Type: Unit Mame:
COMSTREAM TOROMNTO
I CTRL PAMEL OTT oA
I MOMITOR
= MONTREAL

MUCLELIS I
RimS-3
SENTRY

Cancel
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To select the equipment, use the Equipment Selection window as follows:

Equipment Type list box contains a list of all equipment types that support the com-
mand line mode of operation. To select the equipment type, click
on the appropriate name in the list. When you select the equip-
ment, the system will display a list of all units of the selected
equipment type in the Unit Name list.

Unit Name list box contains a list of all units of the selected equipment type.
The list changes as you select different equipment types from the
Equipment Type list.

Select push button selects the equipment unit. The Equipment Selection
window is removed from the screen and the selected unit is
handed over to the Command Line window.

Once you select the equipment, you are ready to begin your session with the selected
unit. At this point, the system will lock the selected unit for you. You will be the only
operator who can operate this unit until you close the Command Line window, or until
you select another unit. In addition, if the unit is on a dial-up line, the system will dial
out and connect to the unit.

You start your conversation with the unit by typing a command into the edit box in the
bottom left corner of the dialog box. Note that you don’t have to type the entire packet
that is actually sent to the unit. You type only the command itself. We will illustrate this
with the Site Sentry equipment2 and the SNMP query examples below.

A packet to get a full status report from a Site Sentry unit whose physical address is ‘A,
has the following form:

UQAS<CR><LF>

In this line, the command to get the full status is ‘S’. The UQA is a packet header in
which ‘A’ is the unit address. The <CR><LF> marks the end of the packet. Once you
select the equipment, the system knows exactly how to communicate with it. This is
why you don’t have to type the entire line in the above example. All you need to type is:

S

The system will automatically add the rest. Once you type your command, you can
send it by pressing <ENTER> or by clicking on the Send button.

2. For details on the Site Sentry equipment, please refer to the Site Sentry supplement documentation.
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In the next example, let's assume that you selected a computer that you want to mon-
itor using the SNMP protocol. To query the SNMP agent in the computer, you need to
specify the SNMP command, the community name, and one or more object IDs that
you want to query. However, because the system already knows the selected com-
puter name and community name, you need to enter only the SNMP command and
the object IDs you want to retrieve. To retrieve the status of an SNMP device, use

GET, GETNEXT and WALK commands®. For example:
WALK system

command will retrieve all objects under the system arch in the selected agent Manage-
ment Information Base (MIB). This is depicted in the following picture.

MACS SNMP Manager PLATO Command Line Mode -

walk gpgtem

0ID: system. spsDiescr.0

Wal: SCO0 TCRAR Runtime Release 2.0.0

0ID: spstemn. spe0bjectD.0

Wil ieo.org dod.internet. private. enterprises. 32.1.2.0.0
0ID: systemn. spelpTime.0

Wil 24347

0ID: systemn spsContact.0

Wil

0ID: system. spsHame.0
Wil plato. micus, com
0ID: systemn. syl ocation. 0
Wil

0ID: systemn. spzServices.0
Wil TR

EMD OF MIE SUBTREE

|walk syster| Send Celect Exit

When you send your command to the unit, the command is displayed in the large,
scrollable working area of the dialog box. When the system gets the response from
the unit, it will display the response below your command. The unit response may
contain one or more lines.

3. For details on the SNMP support, please refer to the MACS SNMP supplement documentation.
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As you continue your dialogue with the unit, the working area of the window will start to
scroll. You can use the scroll bar on the right side of the window to scroll through the

sequence of your commands and responses.

Note that the length of your conversation with the unit is ultimately limited by the
amount of memory your computer can allocate for the contents of the scrolling
window.

6.2.2 Status Monitors

To access the list of status monitors, click the Monitors pull-down menu and select the
Status Monitor menu item.

T Micus Alarm And Control System Revision 3.3.1
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Alternatively, click on the corresponding toolbar icon depicted in the picture below.
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File =~ Monitor
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Status Monitar ...
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Equipment Locking  Pager

J|=|d =] 2|e

Event Log YWiew Archive Configuration

User-defined status monitors

The Status Monitors dialog box pops up.

Monitors

Analog Test Monitar
Building Layout

File Copy Control
FTP

Gl Encoder

Image Yideo taonitar
IPG Test

IV Summary Test
Large Test Image
Leitch AWS-481
Look Metwork, Dntario
Montreal Site

MPEG Test

Exit
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The dialog box has the following layout:

Monitor List is a scrollable list of all user-defined monitors in your system. To
select the monitor you are interested in, highlight the monitor
name and click on the Open push button.

Open push button opens the selected monitor window.
Exit push button closes the dialog box.

A typical user-defined monitor window is depicted in the following picture.

(ﬁ Regional Map

e ol

ol

; b \
. g
R ¥ = T o

REFRESH |
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6.2.3 Equipment Specific Monitors

The equipment-specific monitors show the selected unit operational status and allow
you to control the unit. The degree of control you can exercise over the equipment
depends on the equipment characteristics.

For example, in this software release there is no equipment-specific monitor for the
DMS switches. The Site Sentry units have equipment-specific monitors which allow
you to see the current status of all currently used points within the unit. The monitors
also allow you to operate relays in the Site Sentry unit, if the unit is equipped with the
output modules.

To open an equipment-specific monitor, you need to select the type of equipment you
want to monitor, and a particular unit you are interested in. When you select the unit,
the system dynamically creates an equipment-specific monitor window and displays it
on the screen.

To monitor a particular equipment unit, click the Monitor pull-down menu and select the
Equipment Specific Monitors menu item.

I -
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Alternatively, click on the corresponding toolbar icon depicted in the picture below.

E| Equipment-specific status monitors

The Equipment Selection dialog box has the following layout:
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-

Equipment Selection

Equipment Tope: Irit M arne:
COMSTREAM
I CTRL PAMEL TORONTO
I MONITOR OT TAA

MONTREAL
RMS-3
SENTRY

Cancel
Equipment Type list box contains a list of all equipment types being monitored by

your MACS. To select the equipment type, click on the appropri-
ate name in the list. When you select the equipment, the system
will display a list of all units of the selected equipment type in the

Unit Name list.

Unit Name list box contains a list of all units of the selected equipment type.
The list changes as you select different equipment types from the
Equipment Type list.

Select push button opens the equipment-specific monitor for the

selected equipment unit.

The following picture depicts a typical equipment-specific monitor. It shows a Site
Sentry? unit named TORONTO SS2 equipped with some 10162P input modules, 016

output modules, RS2A serial port module and AN846 analog module.

4. Site Sentry is a programmable logic controller manufactured by Electralert Ltd. Site Sentry units are typically

used to monitor and control remote sites.
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The equipment-specific monitor knows the equipment and draws the equipment slots
and points based on the information found in the configuration database. In this
example, the monitor shows all points for the 10162P and O16 modules. The names of
all configured points are shown in the appropriate color, depending on the point opera-
tional status. Unused points are left blank. Site Sentry slots with no installed modules
are also left blank.

fb Unit TORONTO $52 Status And Control ™ [=
10162P 10162P 016 016 10162P RS2A ANB4E
SECURITY || HYDRO || contRots || outPuts || INPUTS Telnet ANALOG |
|| Main Hydro JliMFAntenna |
[ Augilliary |
[ Diesel NI || [ || O | | Humidity |
O ] S || [ || O | o 1]
O || O ] [l || [ || O |
O || O =, || [ || O | O 1
O || O ] [l || [ || O |
O | O | [ | O |
O | O i Heating NI | O |
O | O | [ | O | [
O | O | & | = | O |
O || O i (e || [ || O |
O | O | & | O 1
O | O | | O |
O || O ] [l || [ || O |
O || O =, || [ || O |
[ | E |
[ || [ | _| Open Port _| values
o T A T 11 17 71
M Communication Status | o o sO0O0OEAEA
SET | RESET | PULSE | TOGGLE | REFRESH |

When you invoke a monitor window, all points are displayed using the latest status
information known to the system. From this point on, as the status of the points
change, the monitor will be updated accordingly. To force a status update you can
click on the Refresh button. Updating the equipment status may take some time,
especially when the equipment is connected via a dial-up line.

In the example above, there are two types of points: input points and output points.
The input points have two states: active and inactive. While monitoring the equipment,
you can only refresh the operational status of these points.
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The output points are usually relays. They can be set, reset or pulsed. In addition, you
can toggle the output point state. You can also refresh the output point operational
status.

To operate an output point, you need to select the point by pressing the small push
button displayed with the point name. To deselect the point, press the push button
again, or simply select another point. The currently selected point is marked with a red
square displayed in the push button.

Once you select the point, you can operate the point using the push buttons from the
toolbar displayed at the bottom of the window:

Set push button sets the point to its active state.
Reset push button resets the point to its inactive state.
Pulse push button pulses the point from its current state to the opposite

state and back to the initial state. The duration of the pulse is
equipment dependent.

Toggle push button changes the state of the point from the current state
to the opposite state.

Refresh push button refreshes the operational status of all points dis-
played within the monitor window. Note that, for the equipment on
dial-up lines, refreshing the operational status may require one or
more telephone calls.

6.2.4 MACS IO Monitors

MACS servers come with built-in opto isolated inputs and output relays. You can use
inputs to monitor equipment contact closures, and environment and security sensors.
You can use output relays to control heating, air conditioning, opening external gates,
acknowledging and silencing audible alarms and so on.

Depending on your exact requirements, you can order a MACS server with a combi-
nation of inputs and outputs that suits best your needs. Up to four slots in the MACS
server chassis can be populated with MACS 10 plug-in boards. There are several
different boards that you can order, which provide the following 10 combinations:

» 8 opto isolated inputs and 8 mechanical relays.
* 16 opto isolated inputs and 16 mechanical relays.

* 32 REED relays.
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Based on its configuration, the system will dynamically create an appropriate MACS 10
monitor for each slot. If more than one slot is used for MACS 10, the system will first
prompt you to select the slot you are interested in, and then open the appropriate
monitor for that slot.

To open a MACS 10 monitor, you need to select MACS 10 as the type of equipment
you want to monitor and then select the unit. There is always at most one MACS 10
unit in each server. Each unit may have up to four slots. When you select the unit, the
system dynamically checks if there is more than one slot, and if so, displays an interim
screen from which you select the slot. If there is only one slot, the system creates an
appropriate monitor window for that slot and displays it on the screen.

To open a MACS 10 monitor, click the Monitor pull-down menu and select the
Equipment Specific Monitors menu item.

- .
‘ﬁ‘ Micus Alarm And Control System Revision 3.8 E]@
File Monitor  Equipment Locking Pager Ewent Log  Miew  Archive Configuration  Help

== Connect ... | | | | |
— Disconneck ... J = [5 QE ? [E:%]

Command Line ...
Skatus Maonitar ...
Equipment Specific ...
Select MACS Mode ..,

Alternatively, click on the corresponding toolbar icon depicted in the picture below.

E| Equipment-specific status monitors

The Equipment Selection dialog box has the following layout:
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If there is more than one MACS server in your system, you will see more than one
MACS IO unit on the list. When you click on the Select push button, the system will
determine whether the selected unit consists of more than one slot. For a single slot, it
will open an appropriate window right away. If there is more than one slot, the system
will display a window from which you can select the slot you are interested in:

{7 MACS 10 1/O Plug In Board Selection

Slots:

1 |[PcI-DIo8

2 |[Pci-Di032-EM

3]

4 |[PCI-32REL

Micus Alarm and Control System (MACS)
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Depending on the selected slot type, you will see one of the windows described on the
following pages.

Various MACS 10 slots offer several combinations of inputs and output points, or
output REED relays only. The input points have two states: active and inactive. While
monitoring the equipment, you can only refresh the operational status of these points.

The output points are either mechanical or REED relays. They can be set, reset or
pulsed. In addition, you can toggle the output point state. You can also refresh the
output point operational status.

To operate an output point, you need to select the point by pressing the small push
button displayed with the point name. To deselect the point, press the push button
again, or simply select another point. The currently selected point is marked with a red
square displayed in the push button.

Once you select the point, you can operate the point using the push buttons from the
toolbar displayed at the bottom of the window:

Set push button sets the point to its active state.
Reset push button resets the point to its inactive state.
Pulse push button pulses the point from its current state to the opposite

state and back to the initial state. The duration of the pulse is
approximately 500 milliseconds.

Toggle push button changes the state of the point from the current state
to the opposite state.

Refresh push button refreshes the operational status of all points dis-
played within the monitor window.

6.2.4.1 Slot With 8 Inputs and 8 Outputs

If you select a MACS 10 slot with 8 inputs and 8 outputs, the system will display the
following monitor window:

Micus Alarm and Control System 73



Commands

{} FIRST CARD ™ [=
Micus Alarm and Control System [MACS)

Inputs:

Clutputs:

Inputs: Cutputs:

1 1
2 AW |
3
4 [ |
| 5[] |
B[] |
A |

Main Power 8

SET | RESET | PULSE | TOGGLE | FlEFFlESH|

The top section of the monitor window shows the MACS server front panel, and two
rows of LEDs that indicate the status of all input and output points. Note that these
LEDs are represented in monitor windows only. They do not actually exist in the
MACS server itself. LEDs for the unused points are left blank. For the configured
points, active inputs and outputs are shown as red, while inactive inputs and outputs
are shown as green.

The bottom section of the monitor window contains two panels. The left hand panel
shows 8 input points. Unused points are left blank. Configured points are displayed
using colors and names that you selected through the configuration process.

The right hand panel shows 8 output points. Unused points are left blank and their
push buttons are disabled. Configured points are displayed using colors and names
that you selected through the configuration process. As explained above, you can
operate these points using the SET, RESET, PULSE and TOGGLE push buttons.

You can refresh the entire monitor window status using the REFRESH push button.
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6.2.4.2 Slot With 16 Inputs and 16 Outputs

If you select a MACS IO slot with 16 inputs and 16 outputs, the system will display the
following monitor window:

7 PCI-DIO32-EM

Micus Alarm and Control System [MACS)

SET

1 2 3 4 5 6 7 8 9101121314 15 16

1 2 3 4 5 6 7 &8 9
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5 |IZ|
1
5
6 [
7O |
= |D
3
10
1
12 O |
12 0 |
14 O |
|
|

15 |
16 [

RESET

Communication: {2}

Clutputs:

i |
2 | |
3 |
o |
I
|

5 |
6 |l
ZA
;
9 [ |
10
ik 1 |
12 |2 |
13 [ |
14 [ |
15 I
16 || |

PULSE | TOGGLE I HEFHESH]

011 12 13 14 15

The operation of this monitor window is the same as the previously described one.
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6.2.4.3 Slot With 32 Outputs

This slot type has 32 REED relays and no inputs. For this slot type, the system will
display the following monitor window:

7 PCI-32REL

Micus Alarm and Control System [MACS)

1
Clutputs

17 18 19 %ﬂ 21 g? 23 24 25 26 %? 28 29 30 31 32
Outputs D a0 G

Clutputs: Clutputs:

I VWaveouide to 4
N I Waveguide to B

3 [LiMain SSPA |
4 [_iStandby SSPA |
5 ] |
& [_iMain Mod. |
7 |_iStandby Mod. |
8 [ |
g || |
I
|
|
|
|
|

10 [

O ]

(2]

124

14 ]

16 |_iLights Parking
16 |_iLights Lobhy

17
18
A |
20
21 [ |
22| |

|

|

25 {1

24 ]

25

26 [_ |

27 [ |

28 | |
|
|

2|
30 |
oy
2

SET RESET PULSE | TOGGLE | HEFFIESHI

The top section of the monitor window shows the MACS server front panel, and two
rows of LEDs that indicate status of all output points. Note that these LEDs are repre-
sented in monitor windows only. They do not actually exist in the MACS server itself.
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LEDs for the unused points are left blank. For the configured points, active outputs are
shown as red, while inactive outputs are shown as green.

The bottom section of the monitor window contains two panels. The left hand panel
shows the first 16 output points, while the right hand panel shows the remaining 16
outputs. Unused points are left blank. Configured points are displayed using colors
and names that you selected through the configuration process. As explained above,
you can operate these points using the SET, RESET, PULSE and TOGGLE push
buttons. You can refresh the entire monitor window status using the REFRESH push
button.

6.3 Equipment Locking

Equipment locking is primarily used to ensure that only one operator can operate a
selected piece of equipment at a given point in time. For example, if you need to repair
a radio transmitter controlled by MACS, you will turn the RF power off and lock the
transmitter, such that no one else can accidentally turn the RF power on while the
repair is taking place.

Locking the equipment is also useful when you need to operate a remote piece of
equipment connected to MACS via a dial-up line. If you don’t lock the equipment,
MACS will dial out on each command that you send, get the response from the
equipment and hang-up. This optimizes telephone line usage and keeps the long
distance bills down, but can be very time consuming if you need to send many
successive commands to the equipment. If you lock the equipment, MACS will keep
the telephone line open as long as the equipment is locked. It will therefore execute
your sequence of commands much faster than when dialing out to execute each
individual command separately.

6.3.1 Lock Command

Equipment locking is done using the Equipment Lock command. To enter the Equip-
ment Lock command, click Equipment Locking pull-down menu and select Lock menu
item.
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Alternatively, click on the corresponding toolbar icon depicted in the picture below.

ﬁl Equipment locking

The Equipment Locking dialog box has the following layout:

Equipment Lock

MNAYTAMADA ~ ELECTRALERT
MEW PANEL

MUCLELS

Ottawa

PLATO

FUPIM

RasTED

R5M-3

SECOMD

SSPA TOROMTO

STEO COMTROLLER

T11 MAC102

Tandberg

TEST IRD

TOROMTO 552 L

Lock Unlack. |

E xit

The dialog box shows two lists. The list on the left hand side contains the names of all
equipment units which are not locked by your GUI. The list on the right hand side
contains a list of all equipment units which are presently locked by your GUI.

To lock a piece of equipment, highlight the name of the unit in the list of unlocked
units and click the Lock push button. To unlock a unit, select its name from the list of
locked units and click on the Unlock push button.

Lock push button locks the selected unit. If the unit is on a dial-up line,
the system will dial out, and keep the telephone line off the hook
as long as the unit is locked.

Unlock push button unlocks the selected unit. If the unit is on a dial-up
line, the system will hang up the telephone call and release the
dial-up line.

Exit push button closes the Equipment Locking dialog box.
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6.4 Pager

Your MACS system can be equipped with a pager module, which automatically sends
alarm messages to a predefined list of page recipients. In addition to sending page
messages automatically, the system also allows you to manually compose and send
page messages.

6.4.1 Send Pager Message

The Send Message command is used to manually send page messages. To execute
this command, click on the Pager pull-down menu and select the Send Message item.

T Micus Alarm And Control System Revision 3.3.1 E]@
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Alternatively, you can click on the pager icon.

| =

il Send message

Your MACS supports a multiple pager service. Thus, to send a message, first select
the pager service name. After that, select the user name or type the pager ID
manually. Finally, enter the text of your message and press the Send push button.

The Send Message dialog box has the following layout:

Send Pager Message g f
Pager MNarme: |BE|_|__MBL j
User Mame: |Michael Barkavitch ﬂ

Pager Mumber, |537709

tMeszage Text:

|F'Iease call office immediately

Send Exit
| Send |
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Pager Name pull-down list allows you to select your destination pager service.
For example, your system could use one paging service in the
Toronto area, and other paging services in the Montreal and Van-
couver areas.

User Name pull-down list contains the names of all recipients associated with
the selected paging service. If you select a user name from the
list, the system will automatically fill the pager ID number in the
edit box below. If your recipient name does not appear on the list,
you can enter the pager ID number manually.

Pager Number field contains the pager ID number associated with the selected
recipient name. If your recipient is not preconfigured in the data-
base, you can enter the pager ID number manually.

Message Text edit box provides a field in which you type the text of the mes-
sage you wish to send.

Send push button sends a page. Once you select your recipient and
enter your message text, press this push button to send your
message.

Exit push button closes the Send Message dialog box.

6.5 Event Log

Each event report received from the equipment is stored into a log file. This feature
allows you to view and analyze all recorded alarm conditions and other events. The
system automatically creates and maintains log files on a daily basis. Since all event
reports are stored into files, the simplest way of analyzing events is to view log files.
While viewing a log file, you can search for specific keywords or text strings, such as
time stamps or equipment names. In addition, you can selectively print relevant
sections of the file, or the entire file.

Typically, MACS maintains only a single event log, managed by the Event Logger.
The event logger is an equipment module specifically designed to handle the event
log. Other equipment modules send their event reports to that event logger. However,
the system does allow for more than one logger, in which case you have to select
which logger files you want to examine.

In addition to the centralized event log, which contains the event reports from the
entire system, each equipment module can be configured to maintain its own event
log. Such a log will contain only the event reports from the equipment attached to that
equipment module.
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The system can maintain the ASCII event log, binary event log, or both. ASCII logs
contain less information, but may be viewed and analyzed using any text editor. Binary
logs contain more information and are better suited for the more complex processes
such as trend analysis, event correlation, and root cause rationalization. The View
Event Log command provides access to the ASCII log files.

6.5.1 View Event Log

The View Event Log command is used to view all event reports saved by the system
on a given date. To open a log file click on the Event Log pull-down menu and select
View Event Log.
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Alternatively, you can click on the appropriate toolbar icon depicted in the following pic-
ture.

%l View event log

If your system is configured to maintain more than one event log, you will be prompted
to select the event log you want to examine:

Select Event Log

| =
IBS

LOGGER
SEMTRY

Cancel
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The pull-down list in the Select Event Log dialog box contains the names of all event
loggers in your system. Select the logger you are interested in and click the OK push
button. To exit the command without selecting the logger, click on the Cancel push
button.

Once you select the event log, the Select Event Log File dialog box will pop up on the
screen:
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- & & e E-

Select Event Log File
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=) zo04_01_23

|Ezo04 01 05 |Ezo04 0112 |Ef 2004 01_18

= zo04 01 06 =004 0113 [ 2004 0119

= z004_01 07 |=zoo4 0114 |E|z004_01_z0

File name:  [2004_01_24
Filez of tupe: | j Cancel

The Select Event Log File dialog box is a standard MS Windows dialog box that
allows you to open a file. In the scrollable working area, the box will show you all daily
event log files. Select the file you want to view and click on the Open push button.

Daily event log file names have the following format:

YYYY_MM_DD

where:

YYYY represents the year
MM represents the month
DD represents the day

When you select a file, the system will open the file using the WordPad text editor.
From within the editor, you can print the file, save it into another file, search for a
particular character string, cut and paste event reports, and performs other functions
typical of WordPad.
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An example of a log file format is depicted in the following picture.

£ 2003_12_07 - WordPad
File Edit Wiew Insert Formab Help
Dzl &k # B
12/07/2003 12:02:27 I LOGGER LOG FILE COPEN
12/07/2003 12:02:30 I MACS SNMF Agent MacsSnwplhgent Few. 3.0.0 SEEVER MACS SNMP Agent
12/07/2003 12:02:33 I LOGGER MacsLogger Rewv. 3.0.1 SERVER LOGGER STARTUP
12/07/2003 12:20:09 I SENTRY MacsSentry Rev. 3.2.0 SERVER SENTRY STARTUP
12/07/2003 12:20:23 I LOGGER LOGIN Michasl FROM dositej
12/07/2003 12:20:39 I ELECTRLLERT SESSICN WITH Michasel FROM dositej OPEN
12/07/2003 12:20:40 M ELECTRLLERT Second ACTIVATED
12/07/2003 12:20:50 I ELECTRLLERT SESSICN WITH Michsel FROM dositej CLOSED
12/07/2003 12:20:52 I ELECTRLLERT SESSICN WITH Michasel FROM dositej OPEN
12/07/2003 12:20:52 W ELECTRLLERT Second DEACTIVATED
12/07/2003 12:20:52 I ELECTRLLERT SESSICN WITH Michsel FROM dositej CLOSED
12/07/2003 12:21:03 I ELECTRALLERT SESSICN WITH Michasel FROM dositej OPEN
12/07/2003 12:21:10 M ELECTRLLERT Second ACTIVATED
12/07/2003 12:21:12 W ELECTRLLERT Second DEACTIVATED
12/07/2003 12:21:14 M ELECTRLLERT Second ACTIVATED
12/07/2003 12:24:14 I LOGGER LOGIN Michael FROM gag
12/07/2003 12:24:36 I ELECTEALERT 3ESSICN WITH Michael FROM dositej CLOSED
12/07/2003 12:24:43 I ELECTEALERT JESSICN WITH Michael FROM gag OPEN
12/07/2003 12:24:44 W ELECTEALERT Second DEACTIVATED
12/07/2003 12:24:44 I ELECTEALERT JESSICN WITH Michael FROM gag CLOSED
12/07/2003 12:25:00 I ELECTEALERT JESSICN WITH Michael FROM dositej OPEN
12/07/2003 12:25:34 I ELECTEALERT 3ESSICN WITH Michael FROM dositej CLOSED
£ >

i=ol;-|-l-|al|3J press Fl

6.6 Equipment Log

For some types of equipment, your MACS records all information exchanges with the
equipment in a separate set of files, referred to as the Equipment Log. The format of
data stored in these files is equipment dependent.

Typically, your system will be configured to maintain a separate equipment log for
each unit. Thus, to view the equipment log files, you will have to select the unit you are
interested in, and then to open a daily equipment log file.

To enter the View Equipment Log command click on the Event Log pull-down menu
and select View Equipment Log.
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Micus Alarm and Control System

83



Commands

Alternatively, you can click on the appropriate toolbar icon depicted in the following
picture.

@l View equipment log

When you enter the View Equipment Log command, the system will prompt you to
select the unit for which you want to examine the equipment log.

s o

Equipment Selection
Equipment Tope: Irit M arne:
COMSTREAM
[ CTRL PAMEL TORONTO
I MONITOR: OTTANA
MOMTREAL
RkS5-3
SEMTRY

Cancel

The Equipment Selection dialog box has the following layout:

Equipment Type scrollable list contains the names of all equipment types.
Remember that the equipment log is maintained only for some
equipment. If you select the equipment for which there is no
equipment log, the system will not find any equipment log files.

When you select the equipment type, the system will display the
names of all units of that type in the Unit Name list.

Unit Name scrollable list contains the names of all units of the selected
equipment type. As you change your equipment type selection,
the list of unit names is updated accordingly.
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Select push button confirms your equipment unit selection and closes
the window.
Cancel push button allows you to exit the View Equipment Log command

without selecting any equipment.

If the equipment log for the selected equipment cannot be found, the system will
display your current folder contents in a standard MS Windows dialog box. From this
point, you can manually select the folder that contains the equipment log you are inter-

ested in.

If your equipment unit selection is valid, the Select Equipment Log File dialog box will

pop up.

-

Select Equipment Log File

%

-,

Lack jr: | (= GI ENCODER

2000_06_15
2000_06_16
2000 06_17

= z000_06_z2

x| &« B ek E-

File name: | 2000_06_21

Filez of type: |

j Cancel

The Select Equipment Log File dialog box is a standard MS Windows dialog box that
allows you to open a file. In the scrollable working area, the box will show you all daily
equipment log files for the selected unit. Select the file you want to view and click on

the Open push button.

Daily equipment log file names have the following format:

YYYY_MM DD
where:

YYYY represents the year
MM represents the month
DD represents the day
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When you select a file, the system will open the file using the WordPad text editor.
From within the editor, you can print the file, save it into another file, search for a
particular character string, cut and paste event reports, and perform other functions
typical of WordPad.

An example of a log file format is depicted in the following picture.

Z] 2000_06_17 - WordPad =JoEs
File Edit Miew Insert Format Help

el & M &

FATAL: 14-Jan-z2000 17:05:47.09 (Greenwich Mean Tine) 'A:
Chas=is 1, 3lot 15, D3E kboard. Task name: bux Data data: 0x00001C08
Meszage #9210: bdbhorted HDLC frame

FLULT: 14—Jan-2000 17:058:53.29 |(Greenwich Mean Tiwe)

Chass=si=s 0, 3lot 1, D3E board. Task name: Aux Data data: 0x00001C30
Message #776: HDLC message too large.

FATAL: 14-Jan-z2000 17:09:10.05 (Greenwich Mean Tine)

Chas=sis 1, 3lot 1, D3E board. Task namwe: Lux Datas data: O0x00001C03
Meszage #210: Adbhorted HDLC frame

FLULT: 14—-Jan-2000 17:09:15.05 (Greenwich Mean Timwe)

Chass=si=s 1, 3lot 0, D3E board. Task name: Aux Data data: O0x00001CES
Message #776: HDLC message too large.

FATAL: 14-Jan-z2000 17:05:47.09 (Greenwich Mean Tine)

Chassis 1, Slot 15, DSE board. Task nawe: bLux Data data: 0x00001CO3
Message #210: Rhborted HDLC frame

FATAL: 14-Jan-2000 17:05:47.09 (Greenwich Mean Tine)

Chass=si=s 1, 3lot 15, DSE board. Task namwe: iLux Data data: 0x00001C0OS
Message #910: Rborted HDLC frame

FAULT: 14-Jan-2000 17:05:53.29 (Greenwich Mean Tine)

Chassis 0, S3lot 1, D3E hoard. Task name: Aux Data data: 0x00001C30
Message #776: HDLC message too large.

FATAL: 14-Jan-2000 17:09:10.08 (Greenwich Mean Tine)

Chassi=s 1, 23lot 1, D3E board. Task name: Aux Data data: 0x00001C05 o
For Help, press F1

6.7 Viewing Options

The MACS user interface is a MS Windows application, similar in “look and feel” to
many other applications you are familiar with. As such, MACS GUI supports the
following standard MS Windows features:

» Toolbar docking
e Toolbar hide and show
e Status bar hide and show

e About box
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6.7.1 Toolbar Docking

You can use the toolbar docking to position the toolbar icons to any convenient spot
within the application main window. By default, the toolbar is docked along the top
edge of the window working area.

6.7.2 Toolbar Control

Like many other MS Windows applications, the MACS GUI allows you to show or to
hide the toolbar. By default, the toolbar is always shown and docked along the top
edge of the main application window. If you want to hide it, click on the View push
button, and then click on the Toolbar menu item. If the toolbar is hidden, click on the
same menu item to show it.
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6.7.3 Status Bar

Like most MS Windows applications, the MACS GUI allows you to show or to hide the
status bar, which shows a single line help message at the bottom of the main appli-
cation window. By default, the status bar is always shown. If you want to hide it, click
on the View push button, and then click on the Status Bar menu item. If the status bar
is hidden, click on the same menu item to show it.
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6.7.4 About Box

In MS Windows applications, the About box contains information on the product,
vendor and a copyright notice. To examine your MACS GUI About box, click on Help --
> About MACS.
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About MACS ...
IJser's Manual

Alternatively, you can click on the Help icon:

2|

MACS GUI about box

The About dialog box layout will be similar to the one depicted in the following picture:

About Micus Alarm And Control System

-,

0

Micuz Alarm And Control System Wersion 3.3.1

Micuz Feal Time Software
RBE3 Leszile St Suite 127
Willowdale, OM

k2H 1J8

Canada

Phone: [416] 493 3623
Fax:  [416] B02 3083
E-mail. mikeb micuz@sympatico.ca

Coperight 2 Micus Real Time Software ne.
199719983, 1999, 2000, 2001, 2002, 2003,
2004
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6.8 User’s Manual

You have the option of installing an on-line version of the MACS User’s Manual.
Should you choose to do this, you can read the manual from the screen, using the
Acrobat Reader®. For instructions on how to install your on-line manual, please refer to
Local User Interface Options in the Configuration chapter of this book. To open the on-
line User’s Manual click on the Help pull-down menu and select User’s Manual.

{? Micus Alarm And Control System Revision 3.3.1 E]@
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Alternatively, you can click on the User’s Manual icon:

MACS User’s Manual
6.9 Archive

During its operation, MACS will create a number of event log and equipment log files.
Over a period of time, MACS will collect a large amount of data, which requires careful
management and from time to time needs to be archived and reduced to the amount
of data you actually need for your day to day operation.

The MACS GUI offers a number of archive commands, which assist you in managing
your event log information. There are two groups of archive commands:

 Commands to copy files to another directory on the same computer or across the
network.

+ Commands to delete old event log or equipment log files

Copy commands allow you to archive your event log files or equipment log files into a
directory of your choice. Your destination directory could be on the same computer or
on any other Windows NT workstation on your Microsoft Network.

5. The Acrobat Reader is a trademark of Adobe Systems Inc.
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Typically, you may want to keep on-line up to six months worth of event log files, and
to archive older log files. Once you archive your log files, you can remove the originals
from the MACS directories with delete commands.

Note that the MACS GUI does not provide any commands to archive log files on tape.
The reason for this is simple: the tape drive hardware usually comes with fairly sophis-
ticated backup software. Thus, we recommend that you do your tape backups using
the software that came with your tape drive.

MACS does not provide any database backup commands integrated with the GUI.
Database backup is typically done off-line, using configuration specific scripts.

6.9.1 Copy Event Log

MACS maintains its event log in a dedicated directory, where it creates one event log
file per day. Over a period of time, MACS will generate a number of daily event log
files. You may decide to keep on-line a month or two worth of log files and to archive
the rest. The Copy Event Log command allows you to copy your log files to another
directory. This directory may reside on another disk drive, a floppy, or on a network
drive on another computer on your network.

The Copy Event Log dialog box has two groups of controls: list of files and destination
directory. The first group allows you to select the log files that you want to archive,
while the second group allows you to specify the destination directory.

To copy log files, first select the time period, then click on the Select Files button. The
program will list all log files for the selected time period in a scrollable list box. Each
file is displayed with a checkbox, indicating whether to copy this file or not. Initially, all
checkboxes are checked. You can uncheck those files that you don’t want to copy.

Once you select your log files, you need to select a destination directory. The desti-
nation directory tree control initially shows all disk drives on your computer. When you
click on a particular drive, the program will open it and show the folders you have. By
clicking on folders, you can select subfolders until you reach your destination folder.

Searching the entire network can be a time consuming process. For this reason the
program does not initially show your network resources. If you want to copy your log
files to another computer, click on the Network button. The control will display other
Windows NT workstations on your Microsoft Network. Click on the computer of your
choice and select a disk drive and a folder. To start copying files, click on the Copy
button. You can stop the process by clicking on the Stop button.

To open the Copy Event Log dialog box, click on Archive -> Copy Event Log
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If your system is configured to maintain more than one event log, you will be prompted
to select the event log you want to archive:

P )

Select Event Log File 2JE3
Laok jn: | (3 ASCI ~| & £ -

= 2004 01 o2 2004 01 08 2004 01_15 2004 01 71
= 2004 01 03 2004_01_09 2004 01_16 2004 01_z2
el zo04 01 o4 [Szoos o1 11 [Eflzoos o1 17 [Ezo0d o1 z3
[Hzo04 01 05 [Heood 0112 [Hzood0is [EE
= 2004 01 06 [Hzo04 0113 [ z004_01_19
= 2004 01 07 [Hzoo4 01 14 =204 01 20

( | | -.::- |
File name:  [2004_01_24
Filez of tupe: | j Cancel

The pull-down list in the Select Event Log dialog box contains the names of all event
loggers in your system. Select the logger you are interested in and click the OK push

button. To exit the command without selecting the logger, click on the Cancel push but-
ton.

Once you select the event log, the Copy Event Log dialog box will pop up on the
screen. The dialog box layout is depicted in the following picture:
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List of files box allows you to select the event log files to archive and to con-
trol the file copy process.

From date field contains the start date and time of the period for which you
want to archive log files. When specifying the date and time, use
the same format as initially displayed in the field.

To date field contains the end date and time of the period for which you
want to archive log files. When specifying the date and time, use
the same format as initially displayed in the field.

Select Files push button loads all event log files for the specified time period.

File list list box contains all event log files for the specified time period.

Destination directory

Each log file has a checkbox, which is initially checked. If you
don’t want to archive a particular file, you can deselect it by click-
ing on the checkbox.

list box contains a tree hierarchy of your disk drives and folders.
You can expand it to show your network resources as well, by
clicking on the Network button.
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Network push button adds your Microsoft Network resources to the initial
display of your local disk drives and folders.

Copy push button starts the process of copying selected files to the des-
tination directory.

Stop push button terminates the process of copying files.

Progress bar graphically indicates the progress in copying selected files to the

destination directory.

6.9.2 Copy Equipment Log

MACS maintains its equipment log in a set of dedicated directories, one per each unit
attached to the system. It creates one equipment log file per day for each of the units.
Over a period of time, MACS will generate a number of daily equipment log files. You
may decide to keep on-line a month or two worth of log files and to archive the rest.
The Copy Equipment Log command allows you to copy your log files to another
directory. This directory may reside on another disk drive, a floppy, or on a network
drive on another computer on your network.

To start with, you have to select an equipment log using the Equipment Selection
dialog box. Once you select the equipment, you can select the equipment log files you
want to archive.

The Copy Equipment Log dialog box has two groups of controls: List of files and Desti-
nation directory. The first group allows you to select the log files that you want to
archive, while the second group allows you to specify the destination directory.

To copy log files, first select the time period, then click on the Select Files button. The
program will list all log files for the selected time period in a scrollable list box. Each file
is displayed with a checkbox, indicating whether to copy this file or not. Initially, all
checkboxes are checked. You can uncheck those files that you do not want to copy.

Once you select your log files, you need to select a destination directory. The Desti-
nation directory tree control initially shows all disk drives on your computer. When you
click on a particular drive, the program will open it and show the folders you have. By
clicking on folders, you can select subfolders until you reach your destination folder.

Searching the entire network can be a time consuming process. For this reason, the
program does not initially show your network resources. If you want to copy your log
files to another computer, click on the Network button. The control will display other
Windows NT workstations on your Microsoft Network. Click on the computer of your
choice and select a disk drive and a folder. To start copying files, click on the Copy
button. You can stop the process by clicking on the Stop button.
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To enter the Copy Equipment Log command, click on Archive -> Copy Equipment

Log.

‘ﬁ‘ Micus Alarm And

Control System Revision 3.3.1 E]@
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File Monitor Equipment Locking Pager Ewent Log  Miew | Archive  Configuration  Help

EIIEJ E’[ﬁ QE ? Copy Event Log ... ‘

Copy Equiprent Log ...

The system will
equipment log.

Delete Event Log ...
Delete Equipment Log ...

prompt you to select the unit for which you want to archive the

-

Equipment Selection
Equipment Tope: I it M arne:
COMSTREAM
[ CTRL PAMEL TORONTO
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MOMTREAL
RkS5-3
SEMTRY

Cancel

The Equipment Selection dialog box has the following layout:

Equipment Type

scrollable list contains the names of all equipment types.
Remember that the equipment log is maintained only for some
equipment. If you select equipment for which there is no equip-
ment log, the system will not find any equipment log files.

When you select the equipment type, the system will display the
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Unit Name

Select

Cancel

names of all units of that type in the Unit Name list.

is a scrollable list that contains the names of all units of the
selected equipment type. As you change your equipment type
selection, the list of unit names is updated accordingly.

push button confirms your equipment unit selection and closes
the window.

push button allows you to exit the Copy Equipment Log command
without selecting any equipment.

If the equipment log for the selected equipment cannot be found, the system will not
list any equipment log files. If your equipment unit selection is valid, you can use the
Copy Equipment Log dialog box to archive your files.
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List of files allows you to select the equipment log files to archive and to con-
trol the file copy process.
From date contains the start date and time of the period for which you want

to archive log files. When specifying the date and time, use the
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same format as initially displayed in the field.

To date contains the end date and time of the period for which you want
to archive log files. When specifying the date and time, use the
same format as initially displayed in the field.

Select Files loads all equipment log files for the specified time period and for
the selected unit.

File list contains all equipment log files for the specified time period. Each
log file has a checkbox, which is initially checked. If you don't
want to archive a particular file, you can deselect it by clicking on
the checkbox.

Destination directory

contains a tree hierarchy of your disk drives and folders. You can
expand it to show your network resources as well, by clicking on
the Network button.

Network adds your Microsoft Network resources to the initial display of
your local disk drives and folders.

Copy starts the process of copying selected files to the destination
directory.

Stop terminates the process of copying files.

Progress bar graphically indicates the progress in copying selected files to the

destination directory.

6.9.3 Delete Event Log

Over a period of time, MACS will create a number of daily event log files. You may
decide to keep on line a month or two worth of event log files and to archive the rest.
First, use the Copy Event Log command to copy old event log files to your archive
media. After that you can use the Delete Event Log command to remove the originals.

Your MACS can be configured to maintain more than one event log. In such case, the
system will prompt you to select the event log from which you want to delete files.

To delete event log files, first select the time period, then click on the Select Files
button. The program will list all event log files for the selected time period in a scrol-
lable list box. Each file is displayed with a checkbox, indicating whether to delete this
file or not. Initially, all checkboxes are checked. You can uncheck those files that you
don’t want to delete.

Once you select the event log files to delete, click on the Delete button. You can stop
the process by clicking on the Stop button.
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To open the Delete Event Log dialog box, click on Archive -> Delete Event Log

. T Micus Alarm And Control System Revision 3.3.1 E]@

File Monitor Equipment Locking  Pager Ewent Log  Wiew | Archive Configuration  Help

@| | m|J|E|[§| QE|_? Copy Event Log ... ‘

o/
- | &= Copy Equipment Log ...

Delete Event Log ...
Deleke Equiprment Log ...

If your system is configured to maintain more than one event log, you will be prompted
to select the event log you want to delete files from:

Select Event Log

| =
[BS

LOGGER
SEMTHY

Cancel

The pull-down list in the Select Event Log dialog box contains the names of all event
loggers in your system. Select the logger you are interested in and click the OK push
button. To exit the command without selecting the logger, click on the Cancel push but-
ton.

Once you select the event log, the Delete Event Log dialog box will pop up on the
screen. The dialog box layout is depicted in the following picture:
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List of files
From date

To date

Select Files
File list

s o

Delete Event Log

Ligt of files:

From date; |25 Jan 2000 00:00:00

To date:; |25 Jan 2004 23:55:59

Select Files

2000_04_02
2000_04_23
2000_04_30
2000_05_03
2000_05_04
2000_05_05
2000_0&_07
2000_05_03
2000_05_03
2000_05_10
2000_05_ 1
Il 2000 05 12

File delete in progress:

Delete Stop E xit

allows you to select event log files to delete.

contains the start date and time of the period for which you want
to delete event log files. When specifying the date and time, use
the same format as initially displayed in the field.

contains the end date and time of the period for which you want
to delete event log files. When specifying the date and time, use
the same format as initially displayed in the field.

loads all event log files for the selected time period.

contains all event log files for the specified time period. Each file
has a checkbox, which is initially checked. If you do not want to
delete a particular file, deselect it by clicking on the checkbox.

98

Micus Alarm and Control System



Commands

Delete button starts the process of deleting the selected files. When you
click on the button, the program prompts you with the query:

Delete Event Log

] Ape wou sure Yol wank
[} ko delete selected filesy

If you are sure that you want to delete the selected event log files,
click on Yes. Otherwise, click on No.

Stop terminates the process of deleting event log files.
Progress bar graphically indicates the progress deleting the selected event log
files.

6.9.4 Delete Equipment Log

If configured to maintain the equipment log, your MACS will, over a period of time,
create a number of daily equipment log files. You may decide to keep on line a month
or two worth of equipment log files and to archive the rest. First, use the Copy
Equipment Log command to copy old equipment log files to your archive media. Then,
you can use the Delete Equipment Log command to remove the originals.

Your MACS will maintain a separate equipment log for each unit that requires an
equipment log. Thus, before deleting the files, you have to select the equipment log
from which you want to delete files.

To delete equipment log files, first select the time period, then click on the Select Files
button. The program will list all equipment log files for the selected time period in a
scrollable list box. Each file is displayed with a checkbox, indicating whether to delete
this file or not. Initially, all checkboxes are checked. You can uncheck those files that
you do not want to delete.

Once you select the equipment log files to delete, click on the Delete button. You can
stop the process by clicking on the Stop button.

To enter the Delete Equipment Log command, click on Archive -> Delete Equipment
Log.
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The system will prompt you to select the unit for which you want to delete the
equipment log files.
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The Equipment Selection dialog box has the following layout:

Equipment Type scrollable list contains the names of all equipment types.
Remember that the equipment log is maintained only for some
equipment. If you select the equipment for which there is no
equipment log, the system will not find any equipment log files.

When you select the equipment type, the system will display the
names of all units of that type in the Unit Name list.
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Unit Name

Select

Cancel

scrollable list contains the names of all units of the selected equip-
ment type. As you change your equipment type selection, the list
of unit names is updated accordingly.

push button confirms your equipment unit selection and closes
the window.

push button allows you to exit the Delete Equipment Log com-
mand without selecting any equipment.

If the equipment log for the selected equipment cannot be found, the system will not
list any equipment log files. If your equipment unit selection is valid, you can use the
Delete Equipment Log dialog box to delete the selected files. The dialog box layout is
depicted in the following picture:

-,

Delete Equipment Log

Lizt af files:
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File delete in progress:

Delete Stop E xit
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List of files
From date

To date

Select Files

File list

Delete

Stop

Progress bar

box allows you to select equipment log files to delete.

fields contains the start date and time of the period for which you
want to delete equipment log files. When specifying the date and
time, use the same format as initially displayed in the field.

field contains the end date and time of the period for which you
want to delete equipment log files. When specifying the date and
time, use the same format as initially displayed in the field.

push button loads all equipment log files for the selected time
period.

box contains all equipment log files for the specified time period.
Each file has a checkbox, which is initially checked. If you don’t
want to delete a particular file, deselect it by clicking on the
checkbox.

push button starts the process of deleting the selected files.
When you click on the button, the program prompts you with the

query:

f B, |

Delete Equipment Log

] Ape wou sure Yol wank
[} ko delete selected filesy

If you are sure that you want to delete the selected equipment log
files, click on Yes. Otherwise, click on No.

push button terminates the process of deleting equipment log
files.

graphically indicates the progress deleting the selected equip-
ment log files.
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6.10 Configuration

Your MACS is a highly modular system. You can pick and chose the equipment
modules that you need to support your own equipment. You can also select a number
of optional components, such as paging, e-mail, trouble ticketing and others. Each of
these modules comes with a configuration utility program specifically designed for that
module.

To hide the complexity of so many different programs, MACS presents all of them in a
list of configuration utilities and provides a dialog box that allows you to select and
launch the utility you need. As a result, you will perceive MACS configuration utilities
as an integral part of the main user interface program, and you will not be even aware
that you are actually using a separate program.

6.10.1 Select Utility

To launch a configuration utility, click on the Configuration pull-down menu and select
Select Utility.

T Micus Alarm And Control System Revision 3.3.1 E]@
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Alternatively, you can click on the appropriate toolbar icon depicted in the following
picture.

El Select MACS configuration utility

The Configuration Utilities dialog box will pop up, and present you with a list of configu-
ration utilities:
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Configuration Utilities

Colar Defimtions

Demo Server Configuration
Digplay Editar

DSA 4200 Configuration

Ewvent Log Configuration

File Copy Configuration

(2l Encoder Canfiguration
[araphic Editor

Image Yideo Monitor Configuration
|PG Guality Control Configuration
Liebert RCkME Configuration
FAF| Configuration

kanitar Configuration

MPEG Monitor Configuration

cucs|

L

W

The Configuration Utilities dialog box has the following layout:

List of Utilities

Open

Cancel

scrollable list box contains descriptive names of all MACS config-

uration utilities available from your GUI®. To launch the utility that
you need, highlight the utility name and click on the Open push
button, or simply doubleclick on the utility name.

push button actually launches the utility highlighted in the List of

Utilities.

push button closes the dialog box without launching any configu-

ration utility.

Instructions on how to use some of the common configuration utilities are described in
the Configuration chapter of this book. Configuration specific to the individual
equipment modules is documented in the supplement manuals that come with each

equipment module.

6. Your system administrator may decide not to provide all of these utilities to all users. In such case, only a subset
of utilities will appear on the list, if any.
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6.10.2 Configuration Options

There are a few configuration options that you can set locally to apply only to your own
workstation. These options are:

* Sounds to play upon receiving event reports.

* User’s manual on-line setup

To set these options, click on the Configuration menu and select Options:

i} Micus Alarm And Control System Revision 3.3.1 E]@
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The User Interface Options dialog box has the following layout:

P =~

User Interface Options

Critic:al alarm sound: | D\ MACS \CanfighSoundCritical waw

M aijor alarm sound: ] D \MACSSConfighS oundid ajor. waw

Minar alarm sound: | D MACS ConfighSoundtdinar. way

Warning sound: |

On-line Uszer's Manual: |E:'\F'rugram Fileshddobehdcrobat 4. AR eadertbcroR d32 VD AMACS \ConfighMACS User's Manual pdf

Cancel

Critical alarm sound edit box allows you to specify which wave file to play upon receiv-
ing an event report with the critical severity level. If you leave this
edit box blank, no sound will be played upon receiving a critical
alarm.

Major alarm sound edit box allows you to specify which wave file to play upon receiv-
ing an event report with the major severity level. If you leave this
edit box blank, no sound will be played upon receiving a major
alarm.
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Minor alarm sound edit box allows you to specify which wave file to play upon receiv-
ing an event report with the minor severity level. If you leave this
edit box blank, no sound will be played upon receiving a minor
alarm.

Warning sound edit box allows you to specify which wave file to play upon receiv-
ing an event report with the warning severity level. If you leave
this edit box blank, no sound will be played upon receiving a
warning message. Typically, no sounds are used for the warning
messages.

On-line User’s Manual

edit box contains a valid command line which, when executed
displays the on-line MACS User’s Manual.

OK push button saves the settings and closes the dialog box.
Cancel push button closes the dialog box without saving the settings.
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7 Configuration

Before you start using your MACS, you need to configure it for your particular applica-
tion. All relevant MACS parameters are field-configurable. System configuration
includes the type of equipment connected to the computer, number of units connected
to each serial port, polling intervals, point definitions, networking parameters and more.
System configuration is done using a set of configuration utilities, all of which are
based on a consistent, user friendly GUI. This chapter illustrates the MACS configura-
tion process, and shows how to configure commonly used MACS modules.For details
on the equipment-specific configuration, consult the equipment-specific supplement
documentation, provided with individual equipment modules.

7.1 Color Configuration

Before configuring anything else, we suggest that you start with defining color combi-
nations you wish to use when presenting equipment status on the computer screen.

MACS presents status and control points and text messages using combinations of
foreground and background colors. You can define as many colors as you want,
MACS does not impose any limitation on the number of colors. As you define your
color combinations, you assign them descriptions, such as BLACK ON GRAY or
CRITICAL ALARM. Later on, when you define your alarm points, you will use this
description to select colors to be used for active alarm points, inactive alarm points
and warning messages.

You can add, modify, and delete all of your color definitions. As a minimum, the
system requires the following colors to be defined:

 DEFAULT CRITICAL
« DEFAULT MAJOR
 DEFAULT MINOR

 DEFAULT WARNING

When you start defining your own colors, you will see that these four color definitions
already exist in your configuration. You can change foreground and background
combinations assigned to these colors, but you cannot delete them.
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To define your own colors, you will use the MACS configuration utility called ColorCfg.
Note that configuration utilities may not be installed on all workstations used to
operate MACS. In this chapter we assume that configuration utilities are installed on
your workstation.

7.1.1 Starting Colors Configuration Utility

You can start the ColorCfg configuration utility from your GUI, from the Windows Start
menu or from the Windows Explorer. To start it from the GUI, select Configuration ->
Select Utility pull-down menu, or click on the Configuration toolbar icon.

{} Micus Alarm And Control System Revision 3.3.1 E]@
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The Configuration Utilities dialog box will pop up, and present you with a list of all
configuration utilities accessible from your GUI.

f ]

Configuration Utilities
Color Definitions i|
Demo Server Configuration Ml
Dizplay Editor

DSA 4800 Configuration

Event Log Configuration

File Copy Configuration

Gl Encoder Configuration

Graphic Editor

Image “ideo Monitar Configuration

IPG Cluality Contral Configuration

Liebert RCME Configuration

MAF! Configuration

b aritar Configuration .
MPEG Monitor Confiauration b

Select Color Definitions and click on the Open push button, or simply doubleclick on
the Color Definitions name. The main Color Definitions dialog box will pop up on the
screen.
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To start the Colors utility from the Windows Start menu, click on Start -> Programs ->
MACS -> Colors, as shown in the following picture.
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The main MACS Color Definitions dialog box is depicted in the following figure:

s o

** MACS Color Definitions
JMUSED PQIMNT COLOR - m
WwHITE ON BLACK, =
WA ALARM OFF
WA ALARM OM Add
WA DISPLAY
WA GRAY
WA GREEM Delete
wWhPA RED
WRA YELLOW Vi
YELLOW OM BLACEK. 12N

YELLOW OM BLUE

YELLOW OM BRIGHT GREEM

TELLOY O BRIGHT RED

YELLOW OM DAREK BLUE

YELLOW OM DARE GRAY

YELLOW ON GREEM |
YELLOW OM MAGEMTA w

YELLOY ON BRIGHT RED Exit

]

The dialog box has the following layout:

Modify push button allows you to modify an existing color definition.

Add push button allows you to add a new color definition to your con-
figuration database.

Delete push button allows you to delete an existing color definition.

View push button allows you to view a list of all color definitions.

Preview Box shows you the selected color definition foreground and back-

ground color and blinking.
Exit push button exits the ColorCfg configuration utility.

7.1.2 Color Selection

You need to define a foreground color and a background color either when adding a
new color definition, or when modifying an existing color definition. To modify an
existing color definition, select the color name and click on the Modify push button. To
add a new color, click on the Add push button.
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When defining or modifying the foreground and background colors, the program
displays a standard Windows dialog box, used to select colors. If you intend to use
your color definition for graphics only, you can select any color that you want. If you
are creating a color definition to be used for text messages, you must select a solid
color, because Windows accepts only solid colors when displaying text.

7.1.3 Color Descriptions

Each color that you define has a description. Typically, you will either describe the
color itself, as in BLUE ON GREEN, or you will describe the condition you intend to

use this color for, as in CRITICAL ALARM.

There are some color descriptions which must exist within the system and you cannot

modify them. These descriptions are:

 DEFAULT CRITICAL
« DEFAULT MAJOR
« DEFAULT MINOR
« DEFAULT WARNING

When you select one of these color definitions and open the Modify Color dialog box,

the color description field will be grayed out.
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7.1.4 Add Color

To add a new color definition, click on the Add push button in the main dialog box.
The Add Color dialog box, depicted in the figure below, will pop up. The dialog box
has the following layout.

Description

Blinking

Foreground

Background

F.

Add Color
Description

[ Blinking

Foreground Background

f

NEW COLOR

Cancel

is an edit box provides a space on which you type in your new
color description. As you edit description, the preview box will
show your newly entered description text.

check box determines whether the color will blink when displayed
on the screen. Note that blinking applies only to the graphical
images. Text screens, such as the GUI main window, do not sup-
port blinking.

is a push button that opens a standard Windows dialog box to
select colors, described on the previous pages. When you select
the foreground color and close the Foreground Color dialog box,
the preview box will display the color description using the newly
selected foreground color.

is a push button that opens a standard Windows dialog box to
select colors, described on the previous pages. When you select
the background color and close the Background Color dialog box,
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the preview box will display the color description using the newly
selected background color.

Preview Box shows you the new foreground and background color combina-
tion, and blinking.

OK push button saves the new color definition and closes the Add
Color dialog box.

Cancel push button closes the Add Color dialog box without saving the
new color definition.

An example of a new color definition is shown in the following picture.

-

Modify Color

Description
[ELINKING RED|

[+ Blinking

Foreground Background

BLINKING RED

Cancel

To save the new color definition, click on the OK push button. To exit the dialog box
without creating a new color definition, click on Cancel.

7.1.5 Modify Color

To add an existing color definition, select the color description and click on the Modify
push button in the main dialog box. The Modify Color dialog box has the same layout
as the Add Color dialog box described on the previous pages.
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7.1.6 Delete Colors

To delete an existing color definition, select it from the main dialog box list, and click
on the Delete push button. The program will display the following prompt:

Fa

MACS Color Definitions

This calar may be used in yaur monitor and conkral windows,
[} Are wou sure you want ko delete ik?

Before deleting any color, ensure that the color is not assigned to any status and
control messages and/or graphical screens.

There are some color definitions which must exist within the system and you cannot
delete them. These definitions are:

 DEFAULT CRITICAL
« DEFAULT MAJOR
 DEFAULT MINOR
 DEFAULT WARNING

If you attempt to delete any of these definitions, the program will display the following
prompt:

-,

MACS Color Definitions

] Default system colors can naok
. be deleted or renamed,
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7.1.7 View Colors

To view a list of all color definitions, click on the View push button in the main dialog
box. The program will create a text report with details on all color definitions, and
present the report using the WordPad text editor.

From within the editor, you can search for the specific color description, cut and paste
parts or the entire report, print it or save it into a text file, and perform other functions
typical of WordPad. A typical report layout is presented in the following picture.

"\ MACS Color Definitions - Notepad =<
Eile Edit Format Wiew Help

1. DEFAULT CRITICAL -
color ID: 1 =
Foreground: 255¢R) 255(5) OfE]

Background: 255(R) 0rGE) OB
Elinking

2. DEFAULT MAJOR
Color ID: 2
Foreground:
Background:

R 255(G) 0CB]
R 03] 0fE]

I I-d
(S |
(S R, |
Pl il

3. DEFAULT MIMOR
Color ID: 3
Foreground: 2Z53CRY 255(G) OrED
Background: OCR] 0fG) 128(EB)

4, DEFAULT WARMIMGS
color ID: 4
Foreground: 255(CR) 255(5) OrED
Background: 128(R) 128(G) 128(E)

5. RED OM RED
color ID: 5
Foreground: 255¢R) 0fE0 o1 g=])
Background: 2Z55¢R) 0G0 OB

G. BLACZE O GRAY
Color ID: &
Foreground: OfR7 03] ol =])
Background: 1%2(¢R) 152(5) 192(EB)
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7.2 Event Logger Configuration

In its standard configuration, MACS maintains a centralized event log, which contains
event reports reported by all system components. The event log is a set of text files?,
automatically created on a daily basis. These files are created by the dedicated
component of the MACS, referred to as the Event Logger.

The Event Logger is a Windows NT service, specifically designed to do the following:
» To create a new event log file every day at midnight

* To append all new event reports to the current log file

* To accept login and logout requests from the MACS users on the network

» To forward event reports to all active user interfaces, and to other MACS modules
such as the pager service or trouble ticketing service

Your MACS system consists of the equipment modules and user interface GUIs. The
equipment modules monitor the attached equipment and detect alarm conditions and
changes in the equipment status. On each alarm or status change, the equipment
modules generate event reports. Typically, the equipment modules are configured to
send their event logs to the Event Loggerz. The Event Logger saves these event
reports into the event log and sends them to all active GUIs and to other components,
such as the pager and trouble ticketing components. This scenario is depicted in the
following figure.

1. In this software revision, the system can actually maintain the text event log, binary event log or both. At the
present time, the system provides tools to view and search only the text log. The binary log is for future use, for
features such as graphs, trend analysis, etc.

2. In its minimal configuration, MACS consists of a single equipment module and only one GUI. In such case there
is no need for the Event Logger.

116 Micus Alarm and Control System



Configuration

Equipment
Module A

Equipment
Module A

Equipment
Module A

event reports

event TEPB'TS/ \event reports

Trouble
Ticketing

| event reports

TCP/IP Network

Client GUI Workstations

To enable the Event Logger to perform its functions, you need to configure the
following parameters:

The name you want to use for the Event Logger service

The name of the computer on which the Event Logger runs
The TCP/IP protocol port to use for the Event Logger service
The path to the event log files

Event reporting destinations

The following pages show how to configure these parameters.

To configure your Event Logger, use the event logger configuration utility program
LogCfg. Depending on the way your system is administered, this utility may or may not
be accessible from the MACS main GUI3.
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To access the event log configuration utility from your workstation desktop, click on
Start -> All Programs -> MACS ->LogCfg.

@r Set Program Access and Defaulks
B2 Windows Catalag

% windows Update

ACL For Broadband

;D Launch RealCne Player

CD winZip

Accessaries 4
Internet Games b
Internet Explorer
PrintMe Inkernet Printing » ColorCFg

SiS B50_651_MESO_MESZ_740 b Diemaicfg

i

i
SoundMay v §h 1Packg

il

] E-mail
3 Outlook Express

Spider Solitaire
IPGGLUI

EE N

Skartup 3

v i g
IPGGUI v adobe Reader 6.0 LagCFg
& Internet Explorer rﬁ MacsEdidanatiDn: C:'I,MP.CS'I,Pngramsl
3 msn Explorer MacsManager
Mokepad e rﬁ\
L'ﬁ Cutlook, Express fﬁ} MacsMenu
IPaChg foe Pemobe Assistance Iﬁl Macsl It
(BI Windows Media Player fﬁl MapiCFg
WordPad ﬂ Windows Messenger fﬁ MenucFg
fam lﬁ Pagercfg
Macsh
St Microsaft Developer Mebwork, S
] Microsaft Yisual C4++ 6.0 3
Paink
Real 3
| Data Sources (ODBC WinZip *

b MsN Messenger 6.0
allprograms [ DI| (7) Realone Player

'I Log oOFf iﬂll Turn QOFf Computer
i) ELECL

3. Some network administrators do not want to make configuration utilities accessible to all users. In such cases,
these utilities are installed only on the workstations used by the system administrators. Others prefer to make
configuration programs accessible from the MACS main user interface. The choice is yours, and the way you
access configuration utilities is a field-configurable option.
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If your system is configured to provide access to the configuration utilities from the
MACS main GUI4, you can also start the event logger configuration utility by selecting
configuration utilities from the Configuration -> Select Utility pull-down menu or by
clicking the Configuration button on the toolbar.

{? Micus Alarm And Control System Revision 3.3.1 E]@
File Monitor Equipment Locking Pager EwentLog  Wiew  Archive Configuration  Help
= J =/
2= 6|8 |5Hm v e|f| =] 2| ST
Select Configuration Utility /

The Configuration Utilities dialog box will pop up, and present you with a list of all
configuration utilities accessible from your GUI.

Configuration Utilities
Color Definitions A
Demo Server Configuration 1
Dizplay Editar

DSA 4800 Configuration

Ewvent Log Configuration

File Copy Configuration

(3l Encoder Configuration

Graphic Editor

Image Video Monitor Configuratian
PG Quality Control Configuration
Liebert RCME Configuration

kAP Configuration

Faonitar Configuration

MPEG Monitor Confiauration )

Select Event Log Configuration and click on the Open push button, or simply double-
click on the Event Log Configuration name. The main Event Log Configuration dialog
box will pop up on the screen.

Conceptually, MACS could be configured to maintain more then one event log. The
Event Log Configuration utility will allow you to add more than a single Event Logger to
your system. For example, if you have more than one MACS server, then each server
could maintain its own event log. This configuration is frequently used in configurations

4. How to add configuration utilities to the MACS main GUI is explained later in this document, in Access To Config-
uration Utilities.
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where regional MACS server report to a master MACS server in a central location.
However, most of the systems use a single event log.

When you run the utility, the list box on the left hand side will show all presently
configured event loggers. When you run the utility for the first time, the list box will be
empty, and you will have to add your Event Logger to the system. Once your Event
Logger is configured, the Event Log Configuration utility will allow you to view and to
modify that configuration.

The Event Log Configuration utility main dialog box is depicted in the following picture:

1% MACS Event Log Configuration

LOGGER Configure Server
add Server
Delete Server
Event Feparting

Wiew Server

i

Exit

The push buttons and other functions are:

Configure Server

Add Server

Delete Server

Event Reporting

allows you to modify configuration of an already configured event
logger.

allows you to add a new event logger to your system configura-
tion.

allows you to delete an existing event logger from your system
configuration.

allows you to specify computers and programs on your network
that will receive event reports from the event logger being config-
ured.

View Server allows you to create a text report that contains event logger’s
present configuration.

Exit exits the Event Log Configuration utility.
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7.2.1 Add Event Logger

When you run the Event Log Configuration utility for the first time, the list of existing
event loggers will be empty, and you will have to add a new event logger to your
system configuration.

To add a new event logger, click on the Add Server button in the Event Log Configu-
ration main dialog box, and the Add Event Log Server dialog box will appear:

F.

Add Event Log Server

Server name: |

Computer name; |

Pratocol port: I

Text Event Log

[ Text log path: |

Binary Event Log

| Binary log path: |

Cancel

The Add Event Log Server dialog box has the following layout:

Server name edit box allows you to specify the name of your event logger. This
name will appear in all event reports originated by the event log-
ger.

The name you select must be the same as the name you speci-
fied while installing the event logger Windows NT service. The
event logger Windows NT service uses this name on startup, to
query its configuration from the database. If there is a mismatch in
names, the service will not find its configuration and will not start

properly.
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Computer name

Protocol port

Text Event Log

Text log path

Binary Event Log

Binary log path

edit box allows you to specify the name of the computer your
event logger will run on. This name is used, in conjunction with
the protocol port, by other computers and programs on your net-
work to establish a TCP/IP connection with your event logger.

edit box allows you to specify the TCP/IP protocol port your event
logger will listen to service requests from other computers and
programs on your TCP/IP network.

check box allows you to select whether your event logger will
maintain the text event log. This box is normally checked, which
means that the event logger will create and maintain a set of daily
created event log text files.

edit box allows you to specify the fully qualified path to the folder
which will contain the event log text files.

check box allows you to select whether your event logger will
maintain the binary event log. This box is normally unchecked,
which means that the event logger will not create and maintain a
set of daily created event log binary files. Note that to use and
analyze the binary event log, you need a special set of tools,

which are not part of our standard MACS product®.

edit box allows you to specify the fully qualified path to the folder
which will contain the event log binary files.

The path you use to access your event log files may take one of the following two

forms.

* If you run your MACS on a single workstation, you could specify the path such as
C:\MACS\Log. Make sure that the folder you specify exists, and that MACS
programs have full access rights to that folder.

* If you use your MACS in a multiuser environment, in which you want to access
your event log from other workstations on the network, you must specify a fully
qualified network path to your event log folder. For example, if the MACS server
name is PLATO, you path could be \PLATO\MACS\Log. In such cases, make
sure that the MACS folder is a shared network resource, and that MACS programs
have full access to that folder.

When you use a fully qualified network path, you have to make sure that your MACS
services run from an account that have access to the network resources. By default,

5. The binary event log is intended for the trend analysis, graphing analog processes and other functions. These
tools will be offered by Micus Real Time Software Inc. with part of future releases of the MACS product.
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MACS services run under the Windows NT system account LocalSystem, with inter-
action with desktop enabled. This account is appropriate if you use MACS on a single
computer. However, for security reasons, the Windows NT LocalSystem account does
not have access to the network resources. Thus, if you specify a network path to your
event log folder, and you run the Event Logger under the LocalSystem account, the
Event Logger will not be able to create and write into the event log files.

To examine your Event Logger Windows XP service setup, open the Administrative
Tools from the Control Panel, and then the Windows XP Service Manager located in
the Administrative Tools.

Opens property sheet for the current selection,

fa "
% Services E]@
File  Action  Yiew Help
2 m
% Services [Local) % Services (Local)
MACS Event Logger Iame | Description | Status | -
Stop the service %IPSEC Services Manages I... Starked
Restart the service %IF‘V& Internet Conn...  Provides in...
%Lagical Disk.Manager  Detects an.,,  Started
%Logical Disk Manage... Configures...
%MF\CS Derno Server
‘%}%MACS Event Logger Starke:
4 MACS MAPT Service
Skop
82 MACS Pager
%Messenger Transmits ...  Starkeq
%MS Saftware Shado,.. Manages s... Restart
%Net Logaon Supporks p...
%Netl\’leeting Remate... Enables an... &l Tasks
%Netwurk Connections  Manageso...  Starkeq
- Refresh
%Netwnrk CDE Provides n...
@ar\.lak ||||| L mmE mSrm Marzmas rn Pruperties
<
% Extended A Standard / Help

1

Highlight the MACS Event Logger service and click on the right button. Select
Properties. You will see your Event Logger service configuration as depicted in the

following picture.
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-

MACS Event Logger Properties (Local Computer) E]

Service name:;
Dizplay name:

Dezcription:

Startup tupe:

Service statuz

fram here.

General | Log On | Recovery | Dependencies

b aczLogger

kMACS Ewvent Logger

Path to executable:
C:AMACSYProgramsiM acsLogger. exe

Autamatic: w

Autarnatic
kd anual

Dizabled

Y'ou can specify the start parameters that apply when vou start the service

STOITETT

k. ] [ Cancel
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To select an account under which you want the service to run, click on the Log On tab.
Then specify the account name and password. Remember, if you change the account
password in the future, you will have to change it in these service properties as well.

o

MACS Event Logger Properties (Local Computer)

-

%

General| Loa On | Recovery | Dependencies

Log on as:

(" Lacal Systemn account

() This account: MALCS
Pazsword: T T T T
Confirm pazsward: T I T YT,

Prafile 1 E

Browse. ..

'ou can enable or dizable thiz zervice for the hardware profiles listed below:

Hardwiare Profile Service

habled

k. ] [ Cancel

][ £pply ]
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To examine your Event Logger Windows NT service setup, open the Windows NT
Service Manager from the Control Panel. Highlight the MACS Event Logger service
and click on the Startup button. You will see your Event Logger service configuration
as depicted in the following picture.

Services |
Senvice Statuz Startup Close
MACS Demao Server bk arwaal -

MALCS Event Logger Automatic

Start

MALCS Gl Encoder = Shan

MALS Matarola Muc - Service: MALCS Event Logger
MACS MPEG Serve

MALS Pager ) = 2

MACS Pylon Server | dutomatic

Hause

Lk

— Startup Type

(] I [Eartimue

MALS Site Senty S| ' Manual Lancel | Startup...

MALCS Switch Serve ™ Disabled

Help | Hiw' Profiles...

Startup Parameters:

—Log On &
% Suztem Account

(i

Help

¥ Allow Service to Interact with Dezkiop

' Thiz Account: I J
Eazswond: I
[Earfirm I
Eazsymrd;

To configure your Event Logger for the multiuser environment, change the Log On As
data to another account, such as MACS, and make this account a member of the
Administrators group.
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Services

Sernvice Status Startup e

MACS Demo Server b araal -

Automatic

Start

Service

MALCS Gl Encoder ¢ Stop

MALCS Motarola Mu - Sepvice: MALCS Ewvent Logger
MACS MPEG Serve

MALCS Pager . oK I Confinue
MALCS Pylon Server &+ Automatic

MACS Site Senty 5| ¢ panual Cancel | Startup. .

MALS Switch Serve " Disabled

Eauze

Lk

— Startup Type |

Hi! Profiles. ..

Startup Parameters:
—Log On Ag

" System Account

Help

I

[T Allow Service to Interact with Desktop

(+ This Account [MACS] |
Pazzward: Ixxxxmmmmx
Confirm Ixxxxxxxxxxxxxx
Fazaword:

7.2.2 Configure Event Logger

The Configure Server command allows you to change an existing event logger config-
uration. In the current MACS software release, the event logger configuration changes
take effect on the first subsequent Windows NT service startup. Therefore, after
making changes in your Event Logger configuration, make sure to restart the corre-
sponding Windows NT service.

To change the configuration of an existing event logger, highlight the event logger
name in the list, and click the Configure Server push button in the Event Log Configu-
ration utility main dialog box.

The Modify Event Log Configuration dialog box has the same layout as the Add Event
Logger, described on the previous pages.
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7.2.3 Delete Event Logger

To delete an existing event logger configuration, highlight the name of the event
logger you want to delete, and click on the Delete Server push button in the Event Log
Configuration utility main dialog box.

The following dialog box will pop up:

MACS Event Log Configuration

This server may be used For your event monitaring.
[ Are you sure yau wank ko delete it?

To delete the selected event logger, click on the Yes push button. To exit the dialog
box without deleting the event logger, click on the No push button.

7.2.4 Event Reporting

One of the main Event Logger responsibilities is to dispatch event reports to all other
MACS components that need to receive and process the event reports. Examples of
these components are:

* MACS GUIs, running on the MACS server itself, and on any number of other
workstations on the network

* Pager service

» Trouble ticketing service

MACS GUIs log into the Event Logger and log out of it dynamically. You do not have
to configure your Event Logger to accept login from GUIs. Other MACS components,
such as pager and trouble ticketing, require the Event Logger to forward event reports
to their respective network locations.

For example, if you run your pager service on the workstation called ICIUS, and you
configure your pager service to listen to the TCP/IP protocol port 4464, you will have
to configure your Event Logger to forward all event reports to the computer ICIUS,
and to the protocol port 4464.

To configure your event report forwarding, select your event logger from the list in the
Event Log Configuration utility main dialog box, and click on the Event Reporting push
button.
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The Event Reporting dialog box has the following layout:

-

Event Reporting
MACS Fecipients Selected Recipients
LOGGER DOSITES 4454
PAGER

Computer name: |D OSITEJ

Frotocol Port: | 4464

Delete

E st

MACS Recipients

Computer name

Protocol Port

Selected Recipients

Add

list contains all possible event reportrecipients known to your
MACS system. You can select your event report recipient from
that list, or you can enter it manually in the Computer Name and
the Protocol Port fields.

edit box allows you to enter the destination computer name.
When you select your recipient from the MACS Recipients list, the
Computer Name field is filled in automatically.

edit box allows you to enter the destination TCP/IP protocol port.
When you select your recipient from the MACS Recipients list, the
Protocol Port field is filled in automatically.

contains a list of all already configured recipients. These are the
destinations to which your event logger will send event reports.

push button allows you to add a new event report recipient to the
Selected Recipients list. To add a new recipient, select it from the
MACS Recipients list, or enter the computer name and the proto-
col port manually. Then click on the Add push button.
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Delete push button allows you to delete an entry from the Selected
Recipients list. To delete a recipient, highlight it in the Selected
Recipients list and click the Delete push button.

Exit push button closes the Event Reporting dialog box.

When you add a destination to the Selected Recipients list, make sure that the corre-
sponding service is actually running at the specified location on your network. If the
service is not running, your event logger will attempt to connec